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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[IK-4 CnocoOeH BBITOMHATH MOHUTOPUHT M YIpaBieHHWE paboTaMH TPOEKTa B MPOEKTaX MaJIoro M
CpEIHeTO YPOBHS CIOKHOCTH B oOmactu UT

ITIK-5 Criocoben ocymiecTBsATh yipaBieHHEe d()(HEKTUBHOCTHIO KOMAaH/IbI B MPOEKTaX MAJIOTO U CPEIHETO
YPOBHS CJIIOXHOCTH B oOmactu UT

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETbHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- NPOEKTHBIN

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABJICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBI:

O06001TIeHHBIEC TPYIOBEIE Kon n HaumMeHoBaHue
(yHKIMH / TPYAOBBIC komrtereHiu GI'OC BO,
(byrximn / Tpynoesie win HeobxoaMMOi 1t MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM
npodeccnoHaTbHbIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (MIpH HAUTHIAH WIH PO eCCHOHATBLHOTO
npodcTangapra) TEHCTBUS

[MK-4 Cnoco6eH BEIMONHATE [CTPOUT MOJCITH pPEalbHBIX IKOHOMHYECKHX OOBEKTOB U
MOHUTOPHUHT U YIIPAaBICHUE |HMCCIEAYET UX Ha KoMIbloTepe. Pemraer 3agaun B makeTax
paboTamu MPOEKTa B MOJETUPOBAHUS

MPOEKTaX MaJIoro u
CPEIHErO YPOBHS
ciIokHoCTH B oOnactu UT

[TIK-5 Cnocoben BrinosiHsI€T OCHOBHBIE JTanbl MOJACIMPOBAHUS IPU
OCYIIECTBIISITh YIIPABICHUE |aHAIHM3€ MMOTOKOB JAaHHBIX

3P PEKTUBHOCTHIO KOMaHIbI
B MTPOEKTaxX MaJioTo U
CPeIHero ypoBHS
cIokHOCTH B obmactu UT

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[TK-4 CriocoGeH BBITIOHITF MOHUTOPHUHT M YIIPABJICHHE PaOOTaMH MPOEKTA B MPOEKTAX
MaJIoTO M CPEIHETO YPOBHS CI0XKHOCTH B obmactu UT

Ne HaumenoBanue dopma
n/m JIMCITUILINH, oOyueHwMst
ONPCACIIAIOTNX OuyHO-3a09HAS
MEKIUCIUTUTMHAPHEIE (cemectp)
CBA3U 1 3 4 5
1 |aTepHeT-ipeAnpuHy | +
MaTeIbCTBO
2 |KoMnerorepHas +

00paboTKa TaHHBIX

3 |Maremarndeckoe +
MOJICTTPOBaHUE B
€CTECTBEHHBIX HayKax
U COMaIbHOU cepe




4|O0BEKTHO-OPHUEHTUPO +
BaHHOE
MIpOrpaMMHUpPOBaHHE

5 |[Ipennunnomuas +
MpaKTHKA

6 |[IporpammupoBanme +
Ha g3bIke Java

7 | Texnomornueckast +
(TIpOEKTHO-TEXHOJIOTH
YeCcKas) MpakTUKa

[IK-5 CnocoGeH ocymiecTBisATh ynpaBieHne >()PEKTHBHOCThIO KOMaHJbl B MPOEKTaxX
MaJIoTO M CPEIHETO YPOBHS CI0XKHOCTH B obmactu UT

Ne HaumenoBanue dopma
n/m JIMCITUILINH, o0yueHus
ONPCACIIAIOTNX OuHO0-3204H
MEXIUCIUIUIMHAPHBIE ast
CBsI31 (cemectp)
11415
1 |TepHeT-npennpusau | +
MarenbCTBO
2 |KommstorepHuas +
00paboTKa TaHHBIX
3 |IIpenaumninomHuas +
NpaKTHKa

2. Mecto nucunmiimabl B cTpykrype OII marucrparypsi:

JucuunnuHa «MojenupoBaHue IMOTOKOB JIaHHBIX» OTHOCHTCS K 4YacTd, (OpMUPYEeMOW y4acTHUKaMU
oOpasoBaTelbHBIX OTHOIIEHUH, ydeOHoro mmaHa OIl mo wnHampaemenuro mnoaroroBku 01.04.02 -
[Ipuxnannas maremMaTika 1 UHQOpPMaTHKA.

Jucuunnuna «MonenupoBaHue MOTOKOB JAHHBIX» U3ydaeTcs B 4 ceMecTpe.

3.00beM u conepxaHue TUCUUILINHBI
3.1.00peM QUCIUIUIMHEL: 2 3.€.
OunHo-3a04Hast: 2 3.€.

OuHo-3a04YHaA

Bup yueOHOIT paboThI
Ay p (Bcero yacos)

O0mas Tpy10éMKOCTb JMCHUIITHHBI 72
KonTaktHas pabora 10
Jlexuuu (Jlexummn) 4
[Tpaktuueckue (IIpaxr. pab.) 6
CamocrostenbHas pabota (CP) 62

3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKYIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS

Jlex |IIpa| CP
IIUH | KT.
pao.
0-3|0-3|0-3




4 cemectp

1 Nzyuenue cetn JlaboparopHas
1 1 pabora;
CobecenoBanue
2 CereBrle CobecenoBaHnue;
IIPOTOKOJIBI U 1 1 JlaGoparopHas
KOMMYHUKAaIUH pabota
3 CeteBoii mocTym JlaboparopHas
1 1 pabora;
CobecenoBaHue;
TecTtupoBanue
4 Ethernet CobecenoBaHue;
1 1 JlaboparopHas
pabora
5 CereBoil ypoBeHb CobecenoBanue;
- JlaGoparopHas
pabora
6 TpancnopTHbIN CobecenoBaHue;
YPOBEHbB - JlaboparopHas
pabora
7 [P-anpecanus JlaGoparopHas
- pabora;
CobecenoBanue
8 Pazouenue IP-ceteit CobecenoBaHue;
Ha TOJICETH - JlaboparopHas
pabora
9 YpoBeHb CobecenoBanue;
IIPUIIOKEHUM - JlaGoparopHas
pabora
10 DTO ceTh TecTtupoBanue;
JlaboparopHas
i pabora;
ColOecenoBanue
11 KomMmyTupyemsbie CobecenoBaHue;
ceTu - JlaboparopHas
pabora
12 OcHOBHBIE CobecenoBaHnue;
KOHLIETILIUU U JlaGoparopHas
HacTpoHKa ) pabora
KOMMYTaropa
13 BuptyanbHble JlaGoparopHas
JIOKaJIbHBIE CETU pabora;
VLAN ) Tectuposanue;
CobecenoBanue
14 MapuipyTtuzanus JlaboparopHas
Mexay VLAN - pabora;
CobecenoBanue
15 Crarnueckas CobecenoBaHue;
MapHIpyTH3ALUS - JlaboparopHas
pabora
16 JluHamuueckas JlaGoparopHas
MapLIpyTU3aLus - pabora;

CobecenoBanue




17 OSPF mns ognoit CobecenoBaHnue;
obnacTu - - 3 JlaGoparopHas
pabora
18 Cnucky KOHTPOJISt JlabGopatopHas
noctyma (ACL) - - 3 pabora;
ColOecenoBanue
19 IIporokona DHCP JlaGoparopHas
- - | 4 pabora;
CobecenoBanue
20 [IpeobpazoBanue JlabGopatopHas
CETEBBIX a/IpECOB i a4 pabora;
1Pv4 TecTtupoBanue;
Co0OecenoBanue

Tema 1. U3yuenue cetu (IIK-5)
Jlexknus.

W3zyuenne cereil pa3nuuyHbIX MacmTadoB. KIMEeHTH U cepBepbl B CETH, UX TUIBI U BUAbL. OZHOpaHTOBBIC
cetu. M3ydeHuEe KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOMCTBA, IIPOMEKYTOYHBIE CETEBBIE YCTPOMCTBA,
ceTeBas Cpejia, MpelCTaBlIeHHE CETH, CXeMa TOIOJIOIUU M MPEACTaBiIeHne U (YHKIIUHU KOMIIOHEHTOB CETH.
Cucremsbl JOKanbHBIX ceTedl. [obanbHble ceTu. HTEpHET W AKCTpaHEeT: M3YUYCHHE CEPBHCOB COIIESAIICH
cetu. Texnonorunm pocryna B uHTepHeET. [loakirodeHue ynajaeHHBIX IOJb30Barenel kK cetd MHTepHeT.
ITonkmouenne npeanpusatuil k cetu MurepHer. Comienmascs ceTh: IJIAHUPOBAHUE PACIIUPEHMS CETH.
[TocTpoiika HaIeKHOH ceTH. YCTOWYMBOCTh K COOSIM B CETH C KOMMYTAalMed KaHaJOB. YCTOWYHMBOCTH K
cO0sIM B CeTAX ¢ MakeTHON KoMMmyHHKanuel. Tennenimu pa3sutus cereil: konnenuus BYOD. CoBmecTHas
pabora uepe3 Murepuer. OOnauHbple BBIYUCICHHUS MU IEHTPHl OOpaOOTKM JaHHBIX. TEXHOIOTHYECKHE
TEHJACHIMM B JOMalIHUX ceTsaX. OpraHuszanus ceTH IO JIMHUSAM D3JeKTpolepenadu. Paccmorpenue
0eCIIpOBOJIHOTO IIMPOKOMOJIOCHOTO JocTymna. M3ydeHune ceTeBoil 6€30macHOCTH: Yrpo3bl M PELICHUs MO
obecniedeHuno 6e3onacHocT cetu. CereBbie apxUTeKTyphl Cisco.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
PaCCMOTpeTB TCHACHI WU pa3BUTHA CCTCBBIX TEXHOJIOTUM.

Tema 2. CeTeBble npoToK0Jbl 1 KOMMYHuKanuu (I1K-4)
Jlexknus.

[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa TaHHBIMH: yCTaHOBICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYISALUS coobuieHus. Pasmep cooOrieHus.
Bpemennbsie mapamerpsl coobmenus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupylomue crnocoOsl ooMeHa naHHBIMU. CeTeBble NMPOTOKOJIBI. B3ammopelcTBHE MPOTOKOJIOB.
HaGopsl mpotokosoB u orpacieBble cranfapTsl. Coznanue WutepHera m paspaborka TCP/IP. HaGop
npotokosnioB TCP/IP u mponecc oOmMeHa naHHbIMH. OpraHu3aly 10 CTaHAapTaM: OTKPHITHIE CTaHIApPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAAPTH3ALUN. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOJIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JtanoHHas moxaenb OSI. Monens mporokona
TCP/IP. CpaBuenue mogeneir OSI u TCP/IP. JIBrkeHue NaHHBIX IO CETH: WHKAICYISALNUS JTaHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsus. CeTeBbie
ajzipeca M ajJpeca KaHasa rnepenadu JaHHbIX. OOMEeH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-agpeca. lllmto3 mo ymomuanuio. OOMEH JaHHBIMH C TOMOIIBIO YCTPOMCTBA MO YIAJICHHOM CETH.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
PaccMoTpenue aHamOTHYHBIX MPOTPAMM ISl IPOCMOTPA CETEBOTO TpaduKa.

Tema 3. Cerenoii noctyn (I1K-4)
Jlexknus.



[Tpotokonel Qusuveckoro ypoBHs. CmocoObl moakmroueHusi K ceTu. CeTeBble WHTEp(DENCHl ILUIATHI.
Hasnauenne ¢usuueckoro ypoBHs. CpeactBa mnepenadud MaHHBIX (Qu3udeckoro ypoBHs. CTaHIapThl
¢usnueckoro ypoBHsA. (OCHOBHBIC MPHHIMIBI (U3NYECKOTO YpoBHA. [IpomyckHass CHOCOOHOCTH H
MIPOM3BOJUTENBHOCTE. PaccmoTpenue ¢usnyeckoii cpensl. CereBas cpena. [Ipoknaaka MenHbIX kabeneit u
ux xapakrepuctuku. Kabenpb tumna Hesamuménnas sutas napa (UTP). Kabens Ha 0CHOBE SKpaHUPOBAHHOM
Butoii mapel (STP). KoakcuanpHbiii kabenb. be3omacHocTh MenHbIX kabeneir. OCOOEHHOCTH MPOKIAIKH
kabeneit tuma UTP. Pa3zpémbr UTP-kaGens. TectupoBanue kaGeneit UTP. OcoGeHHOCTH NpPOKIaIKU
OINITOBOJIOKOHHBIX Kabeneil. KoHCTpyKIHsI ONTOBOJIOKOHHOTO KaOens. THIBI ONTOBOJIOKOHHBIX KaOeNei.
CereBble ONTOBOJIOKOHHBIE pPa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEAHBIX KaOened. OcoOeHHOCTH
OecripoBoAHON cpenbl. THUIBI OECIPOBOIHBIX CPENCTB MEpeaavyn JaHHBIX. becnpoBomHas JTOKAIbHAS CETh
(LAN). Ha3znauenue kaHaJbHOTO ypoBHs. [IoypOoBHM KaHAIOB JaHHBIX. YIIPaBI€HUE JOCTYIIOM K Iepeadn
naHHbIX. [Ipegocrasienue goctyna k cpeae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadu
maHHepIX. Pusnyeckas U JIoTHYECKas Tomosorusg. Tomosornst miobanbHOM cetd. Haubonee
pacnpoCTpaHeHHbIE (PU3UYECKUE TOMOJOTHU TII00anbHOW ceTn. du3mdueckas IBYyXTOYEYHAs] TOTOJIOTHS.
Jlornyeckast TOnojaorus COBMECTHBIX CPEACTB IMEpeAayu NaHHbIX. AccolMaTuBHBIM fgocTym. Tomonorus c
MHOXXECTBEHHBIM JocTynoM. Konrponupyemsiii noctyn. KonbueBass Tomonorusi. Kaap kanama nepenauu
nauHbIX. Kasp, 3aronoBok.

3ajaHus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
AHaJIN3 TOHNOJIOTUH C MHOYKECTBEHHBIM AOCTYIIOM.

Tema 4. Ethernet (IIK-4)
Jlexknus.

[Tpuniun padotsl Ethernet. [Togypoau LLC u MAC. YipasieHnue AOCTYIIOM K cpelie nepeaadu JaHHBIX.
MAC-anpec: unenrudukanus Ethernet. OOpabGotka kagpoB. ATpuOyTHl Kajpa: WHKANCYJSAIHSA, pasMep
kaapa. MAC Ethernet. MAC-aapeca u mectHaanarepuuHas cucrema cuucienus. IIpencrasnenuss MAC-
anpecoB. CkBo3Hoe noakitoueHue. [Iporoxon ARP. @ynkuuu ARP. [Tpuniun pa6orst ARP. Ponrs ARP B
mporecce yIaIEHHOTO OOMEeHa NaHHBIMU. YianeHue 3amnuceit u3 Tabnumbl ARP. Tabmuist ARP Ha ceTeBbix
ycrporictBax. [Ipo6nemsr ARP u ero npobnemaruka. YcTpaneHHe MOCIEACTBUH, BBI3BAHHBIX MTPOOIEMaMu C
npotokosioM ARP. OcnoBHast uHopmarus o noprax kommyraropa. Tabnauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. @ynkius Auto-MDIX. CriocoObl epechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KommyTaropax. OUKcUpoBaHHasE MOIy/IbHas KoH(purypauus. [lapameTpsr
Moyl 17 pazbEMoB KommyTaropa Cisco. Texnomnorust Cisco Express Forwarding.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
Pons MAC-anpecos.

Tema 5. CeteBoii ypoBens (I1K-4)
Jlekumus.

[IpoTokonel cereBoro ypoBHs. CeTeBOW YpPOBEHb B IMpOlleCCe€ MepeNayd AaHHBIX. XapaKTePUCTUKHU
IP-nnpotokona. ITaker IPv4 u IPv. Metonbl mapiipyTusanuu y3i10B. PenieHue o mepeHanpaBIeHUU y3ia.
03 mo ymonmuanuro. Tabnuma mapmpytuzaiuu y3na [Pv4. [Ipumep Tabmuipl MapmpyTusanun y3ina [Pv4
u [Pv6. Pemmenune o mepechuike MaKkeTOB MaplIypTH3aTopa. 3amucy TaOJUIBl MapIIpyTH3AUKA YIaJICHHON
ceTu. AZlpec claeAyrouero nepexoaa. YCTpoiucTBo Mapurypruzaropa. [Ipomeccop u onepamnroHnHasi cuctema
Mapmrypruzaropa. [lamsate mapmyptuzaropa. OO0benunutensHas naHenb. WHTepdeiricet LAN u WAN.
3arpy3ka Mapuryptusatop: ¢aiiasl bootset. [Ipomecc 3arpy3ku Maprryptuzaropa. BeIBo TaHHBIX KOMaHIbI
show version. HacTpolika HCXOIHBIX TapaMETPOB: ICUCTBUS 110 HACTPOMKE MTapaMeTPOB MapITypTHU3aTOpA.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

Hacrpoiika unrepdeiicoB LAN. IIpoBepka koHpurypamuu uarepdeiica. Hactpoiika mapameTpoB HUII03 MO
yMoa4aHuto. Mcronb30BaHue MUTI03a 110 YMOJIYaHUIO HA y3JI€ U KOMMYTaTope.

Tema 6. TpancnoptHblii ypoens (I1K-4)
Jlekumus.



IIporokon TpaHcnopTHOro ypoBHs. Ilepenada naHHbIX. 3HaueHHE TpaHCIOPTHOro ypoBHs. HanéxHocTb
TpaHcnopTtHoro ypoBHs. [Iporokon TCP u UDP. Kparkoe onucanue npoTokosoB. Pazaenenne HeCKOIbKUX
kaHanoB cBsa3u. Anpecanus noproB TCP u UDP. Cermentanus TCP u UDP. Hanexnas nocraska no TCP.
IIpoueccer TCP-cepBepa. Ycranosnenue TCP-coenuHeHus u ero 3aBepllieHUs. AHaJIW3 TPEXCTOPOHHETO
pyxonoxaruss TCP. Hanexnocts TCP: ynopsaoueHHas 10cTaBKa, MOATBEPKICHUE U pa3Mep OKHA, OTepst
JAHHBIX U [TOBTOPHAs Mepeiaya.

3ajanus 1J151 CAMOCTOSITEIbHOM PadoThlI.

[IpenotBparnienne neperpy3ok. Huskast narpyzka UDP no cpaBHeHHIO ¢ HaJe)KHOCTRIO. Paz0opka
UDP-nararpammesl. I[Iponeccs! u 3anpocst UDP-cepsepa. IIpoueccer UDP-kinuenTa.

Tema 7. IP-agpecanus (I1K-4)
Jlekuus.

Cerebie [Pv4-anpeca. CrpykTypa anpecoB. JI[BomuHoe mnpeacTaBieHHe uyucen. J[Bom4yHas cucrema
ucuncienus. [IpeoOpa3zoBaHme JBOMYHOTO ajapeca B JECATHYHBIA. VHTepakTMBHOE 3aJaHUE:
npeoOpa3oBaHUe NBOWYHBIX 3HAaUYCHHM B necsatuuHble. Macka moacetu IPv4. CereBas m y3moBasi 4yacTu
IPv4-anpeca. Ananu3 mmabl pedukca. CeTeBoil anpec, aapec y3ia U IMHMPOKOBEIIATEIbLHBIN apec CETH.
[lepBeiii m mocnenuuii aapec ysna. IlooutoBas omeparus. OpHoampecHas, IIUPOKOBEIIATENIbHAS H
MHoroajapecHas pacceuika [Pv4. IIpucBoeHue cTraruyeckoro M JUHAMHUYECKOro anapeca. OmgHoaapecHas
nepenada. lllupoxoBemarensbHas nepenaya. MHoroagpecHast nepenada. [lyOnuunble M 4yacTHbIE ajpeca.
AJlpeca crieniMajabHOTO Ha3HaYeHUs. YcTapeBias kinaccoBas aapecanusd. [IpucBoenne [P-agpecos. CereBbie
IPv6-ampeca. [1pobnemsr IPv4 u pemenune [IPv6. CoBMecTHOE UCTIONB30BaHKE TTPOTOKOJIOB.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

[Tposepxka coenunenus. ICMP. Coobmenus ICMPv4 u ICMPv6. OtnipaBka 3X0-3alpoCcOB: TECTUPOBAHUE
JIOKAJIBHOTO cTeka. TpaccupoBka MapuipyTa: TECTUPOBAHUE MYTH.

Tema 8. Pazouenne IP-ceteii Ha noaceru (I1K-4)
Jlexknus.

Paz6uenue IPv4-cetn Ha noaceru. Cermenranus cetu. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy TOACEeTIMH. 3HAYMMOCTh pa3duenus [P-cetn Ha monceru. [1nan: mpucBoenue agpecos. Pazouenue
IPv4-cetn Ha moncetu. bazoBoe paz0ueHHne HAa MOACETH M UCTIONIb3yeMble mojceTu. PopMyIbl pas3aeeHus
Ha noxcet. Coznanue 4, 8 noxcereil. Pacuér y3nos. Pazouenne Ha moynceTy Ha OCHOBE TPeOOBaHMM y3J10B.
Paz0Ouenue Ha MOJICeTH B COOTBETCTBHHU ¢ TpeboBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TOJICETH C
UCTIOJIb30BAaHMEM MAacCKH IEepeMEHHON JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXKHBIX
agpecoB Ha mnoacetu. Macku mnoxaceru nepemenHo mHbl (VLSM). basoBas mopens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecanuu ceTu. lIpucBoeHue anpecoB yCTpOHCTBaM.
Ocobennoctu mpoextupoBanusi IPv6-cetn: cmocoOwl pa3OueHust Ha moxaceTH. PacmpeneneHue monuceTH
IPv6. PazOuenue Ha MoJceTH ¢ UCIOIb30BaHUEM UICHTU(UKATOpa HHTEpderica.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Pacuet IPv4-moncereit.
2. Pa3Ouenne TONOIOrUi ceTeil Ha IMOACETH.
3. 3ydeHue KabKyJaaTopa MoACEeTeN.

Tema 9. YpoBenb npuioxkenuii (ITK-4)
Jlekumus.

VYpoBeHb TNPUIIOKEHUH, YPOBEHb MPEACTABICHUS M CEAHCOBBIM YpoBeHb. CroOcoOBl B3aMMOICHCTBUS
MIPOTOKOJIOB MPUJIOKEHUM C MPUIOKEHUSIMHU KOHEUHBIX Mojib3oBareneil. Haubonee pacnpocTpaHeHHbIE
MPOTOKOJIBI  ypOBHs mpuioxkeHuid. IlpemocraBnenue cepBucoB IP-aapecaruu. IlpenocrtaBieHue ciryx0
obMena (aiimamu. [loBTOpHOE paccMOTpeHHE MPOTOKOJIOB YpPOBHS TpriiokeHuid. I[IpoTokon mepemayun
runeprekcta (HTML) u rumeprekcToBbIil si3bik omucanus gokymeHTOB. IIporokomsr HTTP u HTTPS.
[Tporokonsr SMTP, POP u IMAP. Cnyx06s1 nomeHHbIx uMEH. @opmat coobmennit DNS. Hepapxus DNS.
CpenctBo nipBoepku cuHTakcuca: komanapl CLI (mHTepdeiic KoMaHIHOM CTPOKH) JOMEHHOW CITY>KObI UMEH
B oneparmoHHbix cuctemax Windows u Unix. Pabora DHCP. IIpotokon nepemaun ¢aiinos (FTP).



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1. PaccMoTpeHue nepeaayu 1mo mpoTokoyiaM B ceTh MIHTepHET U 37€KTPOHHOM MOYTHI.
2. Ciyx051 FTP.

Tema 10. It10 cern (IIK-4)

Jlexknus.
Co3nanue M JanpHeilee pa3BUTHE. YCTpPOWCTBAa B paMKkax HeOosblioi cetu. Tomojoru cetu M BBIOOD
yCTPOUCTB Juis HeOombioi cetu. IP-ampecanus B pamkax HeOombliol cetu. PesepBupoBaHue B CETH.
[TpoekTHble pemenus. Onpenenenue (pakTopoB, BAUSAIOMINX HA MJIAHUPOBAHUE CETH U €€ MPOEKTUPOBAHUE.
Haubonee pacnpocTpaHEHHBIE NPHUIOKEHUS, HCIOIb3yeMble B HeOOnbLIONW ceTH. PacmpocTpaHeHHbIE
MIPOTOKOJIBI, UCIIOJIb3yeMble B HEOObIION ceTu. [IpuoxkeHus peasbHOro BpeMEHH JUIsl HEOOIbIIONW CeTH.
PazButue cereit no Oosee mumpokux macmTaboB. Mepsl mo obecrieueHHI0 0e30MacHOCTH ceTu. Mephl
0€30macHOCTH Uil CETEeBBIX YCTPOHCTB M KaTreropuun yrpo3 OeszomacHocTH ceTeil. dusnueckas
0€30MacHOCTh. THUMBI YSA3BUMOCTEH B CHUCTEME CETEBOW OE30MacHOCTH. YS3BUMOCTH U CETEBBIC aTaKH:
BHUPYCBHI, UEPBH U TPOSIHCKUE IporpamMmel. Pa3BenbiBaTenbHble aTaku. ATaku 10CTyna. ATakd THIIA «OTKa3 B
oOciy>)kuBaHumM». llomaBieHue ceTeBBIX arak. Pe3epBHOE KONMMpOBaHHE, OOHOBIIEHHE M YCTaHOBKA
ucrpasieHuil. AyTeHTU(UKAIUsA, aBTOpH3alMsd MU Y4€T. MekceTeBble HKpaHbl. 3aluTa OKOHEUHBIX
yCTPOMCTB. MeToapl 3allUThl YCTPOWCTB: OCHOBHBIE MEpBI OOecreueHHs Oe30MacHOCTH. BkioueHue
npotokosia SSH. OcHOBHBIE paboune XapaKTepUCTUKU ceTd. MHTeprnperanus pe3yabTaToB BbIMOJHEHHS
9X0-3aIpPCOB.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. U3yuyenue yrpo3 6€30MacCHOCTH CETH.
2. JlocTyn K CETeBBIM yCTpOMCTBaM uepe3 mpotokos SSH.
3. ObecnieueHne 6€30MACHOCTH CETEBBIX YCTPOMCTB.

Tema 11. Kommytupyemsoie cetun (I1IK-4)
Jlexknus.

[Mpunmun pabotsl NAT u ero xapakrepuctuku. IlpoctpanctBo wactHbix [Pv4-anpeco. TepmuHomorus
NAT. Tunsl npeoOpa3oBanust cereBblx anpecoB NAT. Craruyeckoe mpeoOpa3oBaHHE CETEBBIX aIPECOB.
Jurammueckoe mpeoOpa3oBanune cereBbix anpecoB NAT. IlpeobOpaszoBanme anpecoB moptoB (PAT).
CpaBuenne NAT u PAT. IlpenmymecrBo NAT. Henocrarku NAT. Hacrtpoiika cratudeckoro u
muHamuueckoro NAT. Ananu3 cratmueckoro mnpeoOpasoBanusi NAT. IIpoeepka crarmueckoro NAT.
[Mpunmun pabotel aunamuueckoro NAT. Hactpoiika PAT. Ilyt aapecos. Hacrtpoiika PAT mns omHoro
anpeca. Ananus PAT. [lepeanpecanus nopros. [Ipumep miga SOHO. Hacrpoiika nepeanpecanuu nopTos ¢
nomotsio [IOS. Tlouck u ycrpanenue Hernonanok B pabore NAT ¢ momoripio komanas! debag.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Onpenenenue Tepmunonorun NAT.
2. Hacrpoiika ctatnueckoro NAT.
3. Onpenenenrie nHGpoOpMaIuu 00 aipece Ha KaKIOM IEepexoie.
4. Peanuzanus craruueckoro u quHamudeckoro NAT.
5. Hactpoiika NAT-nyna ¢ neperpy3skoii u PAT.

Tema 12. OcHOBHbIE KOHIIENNIIMU U HAcTpoiika kommyTaropa (I1K-4)
Jlekumus.
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IlepBoHauanbHas HacTpolika kommyTtaropa. [locienoBarenbHOCTE 3arpy3ku KomMyTaropa. BoccraHoBieHue
nocie cucreMHoro c6os. CBeroanonHas HHIUKAIMA koMMyTatopa. [ToaroroBka k 6a30BOMy ymnpaBiIEHUIO
kommyTatopoM. Hacrpoiika nocrymna juist 6a3oBoro ynpasieHust kommyTaropam ¢ [Pv4. Hactpolika moptos
kommyTatopa. JlyrekcHas cBs3b. HacTpoiika mopToB Ha ¢u3nueckoM ypoBHe. DyHKIMS aBTOMAaTHYECKOTO
orpeneneHus Tuna kademns. [IpoBepka HaCTPOEK M yCTpaHEHHE HEMOJIAZIOK Ha YPOBHE CETEBOTO JOCTYIIA.
[Touck u ycrpanenue npoOiieM Ha ypoBHE JOCTyIa K CeTH. 3allMIICHHbIH yaaneHHbIi noctyn. [IpuHuun
paboter SSH. Hactpoiika SSH. IIposepka SSH. PacripocTpaneHHble yrpo3sl 0€30MacHOCTHU: MEPENOTHEHNE
tabmuusl MAC-anpecos, DHCP-cniy¢unr 1 ncnonb3oBanue yszsumocteid mporokona CDP. Ilpaktuueckue
PEKOMEHJAIMU 10 00ecredeHuI0 0e30MacHOCTU: MHCTPYMEHTHI U TECTUPOBAHUE CETEBOM OE30MacHOCTH.
Ayrmut cereBoil 6e3omacHocTH. be3omnacHOCTh MOPTOB KOMMYTAaToOpa. 3alluTa HEHMCIIOIb3yEeMBIX MOPTOB.
OtcnexuBanne DHCP-coobmienunit. [Ipuanumn paboTs! GyHKIIUN 6€3011acHOCTH TOPTOB.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
HNHTepakTUBHOE 3a1aHUE: MTOIYUYECHHUE JOCTYIA K yCTPOMCTBAM.

Tema 13. BupryanbsHsbie gokajabubie cetd VLAN (IIK-4)
Jlexknus.

CermeHTanysi BUpTyalbHbIX JOKAJIBHBIX ceTeil. [IpenmyiecTBo BUpTyasbHbIX JOKaIbHBIX ceTei (VLAN).
Tunbl BUpTyalnbHbIX JOKaJIbHBIX ceTell. [onocoBeie cetn VLAN. Tpanku BupTyanbHbix ceTeil. KoHTposb
IIMPOKOBENIaTeNbHBIX 10MeHOB B ceTsix VLAN. TerupoBanue kaapos Ethernet nns unentudukanum cetu
VLAN. TerupoBanue ronocooii VLAN. Ha3nauenue BupTyanpHoM JlokanbHOU cetu. /{nanazon VLAN Ha
kommyTtatopax Catalyst. Cozmanue BUpTyasbHOW JoKanbHOM cetn. Hasnauenue moprtoB cersm VLAN.
N3meHenne npuHa e KHOCTH [TOPTOB BUPTYaIbHOM JIOKAJIBHOW CETU. YIAJICHUE BUPTYAJIBHBIX JIOKAJIbHBIX
cerei. IIpoBepka mHpopmammu o cetu VLAN. Tpanku BupTyanbHbIX cerell. HacTpoiika TpaHKOBBIX
kaHasioB. COpOC TPAaHKOBOTO KaHasla JI0 COCTOSIHUA Mo ymonuaHuio. 3HakoMcTBO ¢ DTP. CornacoBannble
pexxumbl uaTepdeiica. IIpoekrupoBanue u obecrneuenue OezonmacHoctd VLAN. Ataku Ha BUpTyajibHBIC
ceTu: cmy(uHr-araka Ha KOMMYTAaTop, araka ¢ JABOMHBIM TerupoBanueMm. Cers PVLAN mnepumerpa.
IIpakTHueckue peKoMeHJauu 110 POEKTUPOBAHUIO BUPTYAJIBHON JIOKAJIBHOU CETH.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.
1. ITomyyaTenu MMUPOKOBEIATENBHON PACCHUIKH.
2. [Tporuo3upoBaHue MOBEACHUSI KOMMYTaTOpA.
3. IIporno3uposanue noseaeuus DTP.

Tema 14. Mapmpyrusanus me:xkny VLAN (IIK-4)
Jlexknus.

Hacrtpoiika wmapmpytuzanuu mexay VLAN. Ilpunmunsr pabotrsl MapmpyTtuzanumu Mexay VLAN.
VYerapesmme meronsl Mapupyrtusauuun mexay VLAN. Hacrpoiika mapumpytuzanum mexay VLAN ¢
UCTIOJIb30BaHUEM YcTapeBiiero meroaa. Hactpoiika uHTEpQeiicoB MapuIypTU3aTop HpU HCHOIH30BAHUHU
ycrapeBuiero Meroga Mapupytuzauuu mexay VLAN. Hacrpoiika mapmpytuszaumn mexay VLAN c
UCTIONBb30BaHNEM MeTofa router-on-a-stick. IlpoGmemsr maprpyrtuzanuu mexay VLAN: Hemonaaku B
pabote mopra kommytaropa. [IpoBepka koHdurypauun kommyrtaropa. Henmonanku B pabore mHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B IP-agpecax m mapkax
nozacetu. Ommbku npu HacTpoiike [P-anpeca m macku noaceru. Hactpoiika u pabota kKoMMyTaluu Ha 3-M
YpOBHE: BBEICHHE B OCHOBBL. Mapmpytuzanus wmexay VLAN depe3 BHUpTyasibHble HHTEP(EHCH
KOMMYTaropa 4 mapupyrusupyemsle noprsel. Hactpoiika crarmdeckux Ilouck M ycTpaHeHHE HeENOnamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus: HENONa10K.

3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Ilouck u ycTpaHeHne Henonanok MapupyTusanuu Mmexay VLAN.
2. Ilepexon Ha TOKaJIbHBIE CETEBBIE KaHAIBI.

Tema 15. Crarnueckass mapmpyruzauus (I1K-4)
Jlekumus.
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Peanusanus crarnueckod mapupyrtusanuu. Joctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MapuIpyTU3aluu. 3ajayd CTaTUYeCKOW MapHIpyTh3alMu. TUObel CTaTHYECKMX MAapLIIpyTOB U HX
npuMeHeHre. CTaHIapTHBIM U CyMMapHbIi cTtatuueckuil Mapmpyt. IlnaBarommii cratndeckuii MapuipyT.
Hacrtpoiika cratmueckux MapLIpyTOB M MapHIpyToB 1o ymonuaHuio. Komanma ip route. Ilapamerpsr
cienyromero nepexoga. HacTpolika M IpoBepka CTaTMYECKOIO MapuipyTa CIEIYIOLIEro Iepexona.
Hactpoiika mapupytos IPv4 no ymonuanuro. Komanna IPv6 route. Hactpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarmdeckoro mapupyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [IpumMep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBI pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMmeTHas
mapuipytuzaiusa.CIDR u oObenunenue wmapmpyTtoB. Ilpumep cratuueckoir mapmpytuszauuu CIDR.
Hcnonb3oBanne Macok mozcetu ¢uxcupoBanHou anuabl (FLSM). Macka mozpceTd nepeMeHHOW JJTHHBI.
VLSM B pgeiictBun. Hacrtpoiika cymmapHbix MapuipyToB I[Pv4. OOwveaunenue wmapuipytoB. Pacuér
cymMapHoro wapmipyta. OObeAMHEHHE U pacueT ceTeBbIXx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTATUYECKUX MapuipyToB. Crarmdyeckue MaplipyThl M Hepecbulka nakeroB. [louck u
YCTpaHEHUE HEMNOJaJ0K B HACTPOMKAaX CTAaTMUECKOrO MaplipyTa M Mapuipyta o ymondanuro IPv4.
Ycrpanenue npoOieM CoOeTUHEHUSI.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
OmpenenuTe CyMMapHBIN CETEBOM aJipec CeTH U NMpedUKC.

Tema 16. Inunamudeckass mapmpyruzanus (IIK-4)
Jlekumus.

[IpoTrokonel AuMHaAMUYECKOW MapmpyTu3anud. [IpuHmunm paboThl JAMHAMHUYECKOW MapIIpyTH3AIUU.
Pa3BuTne npoToKOJI0B JMHAMUYECKOM MapuipyTu3anuu. Ha3zHaueHue u posib TPOTOKOJIOB AMHAMHYECKOM
MapupyTuzauuu. JluHaMuyeckas MapHIpyTHU3alMs B CPaBHEHMHM CO CTaTHMYECKOM MapuipyTH3aluei.
Hcnonb3oBanue  craTuyeckod  mapmipyTuzauuu. [IpeuMymiectBa W HEAOCTaTKM  CTaTHUYECKOU
Mapuipytusauuu. [IpuHIuner paboThl MPOTOKOIOB MApIIPYTHU3AMU. 3aMyCK MOCJe BKIIOUEHUS MUTAHUS.
CeteBoe oOHapyxkenne. OOMeH naHHbIMH Mapuipytusanuu. Odecnedenne cxoqumoctu. Kiaccudukarms
MPOTOKOJIOB ~ MapuipyTuzanuu. OmnucaHue AUCTaHIHMOHHO-BEKTOPHOTO MPOTOKONA. JIMCTaHIIMOHHO
BEKTOPHBIE aJITOPUTMBI. THUIBI JUCTAHIIMOHHO-BEKTOPHBIX MpOTOKONOB. Hactpoiika mnpotokona RIP.
OOBSIBIICHHS CETH.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

N3ydeHne HacTpoek MPOTOKOJIa IO yMOTYaHuIo. J[MHaMu4eckas MapipyTH3aus 0 COCTOSHUIO KaHaa.
[IpoToKOIBI MapIIpyTU3aIMHU 110 KpaTyaullieMy IMyTH. AJITOpUTM Jl€HKCTpPBI.

Tema 17. OSPF nas onnoii odaactu (ITK-4)

Jlexknus.
OSPF st omHO#M 06nacTu. XapaKTepUCTUKU MPOTOKoJa. PaccMoTpeHHe anroputMa KpaTyaiiero myTu.
Pazurue nportokona OSPF. Kommonentsr mpotokona OSPF. IlpuHuumnel paGoTel MapHIpyTH3AIMH IO
cocrossHuio kaHama. OSPF st omuoit u Heckonmbkux oOnactedt. CoobOmenuss OSPF. WMukancymsmus
cooOmieHnit W Tumbl makeToB. llaker mnpuBercTBus. MHTEpBanbl OTHpPaBKU MAKETOB MPUBETCTBHUS.
OOHoOBIICHHS cOCTOSHUS KaHana. PaOoume cocrosuus OSPF. YcraHOBiIeHHE OTHOIICHHUH CMEXKHOCTH C
COCEIHUMU YCTPOMCTBAMU. BBINEIECHHBI MapLIypTU3aTOp U PE3EPBHBIM BBIACICHHBIM MapIIypTU3aTOp.
Cunxponmszanusi 6a3 nmanaeix OSPF. Paccmorpenme oOmeHa nanHeiMH B pamkax mportokona OSPF.
Hacrtpoiika OSPFv2 s oqHo# obnactu.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

Nnentuduxarnus mapurypruzatop OSPF.CereBas Tononorust OSPF. Pexxumbl koHbUrypammm
MapmipyTtuzaropa. Kondurypamus OSPFv3: cpaBaenne v2 u v3. Hactpoiika u npoBepka OSPFv3.

Tema 18. Cniucku konTpoJs nocryna (ACL) (ITK-4)
Jlexknus.
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[Mpunmun pab6otel ACL-criuckoB mo mpotokoiy IP. Haznauenwe crnmckoB. CpaBHEHHE CTaHIAPTHBIX U
pacumpenusix ACL cnuckoB st [Pv4.  @unbrpamus naketoB. [Ipunuoun paGotrser ACL-cHHCKOB.
CpaBHenue crangaptHelx U pacmmpeHHbIX ACL-cnuckoB g [Pv4. IlpucBanBaHne HOMEpPOB U UMEH
ACL-criuckam. la6nonnsie macku B ACL-cnmckax. OCHOBHBIE CBEACHHUS O NMPUMEHEHHMHU HIaOJIOHHBIX
Mmacok. [Ipumeps! mabnoHHbIX MacoK. Pacuér mabmonHoi macku. [IpuMepbl KIIOUEBBIX CIIOB IAOIOHHON
Mackd. OOmme pekomeHgammuu 10 cozgaHuio ACL-cnuckoB. PexkomMeHmamuu 1O pa3MELICHHUIO
ACL-cnuckoB. Hactpoiika crangaptaeix ACL-cninckoB nns IPv4. 3aganue nopsiaka 3anucei ¥ HacTpolka
crangaptHoro ACL-cniucka. BHyTpennuit anroputm pabotsl. [Ipumenenne crannaptasix ACL-crinckoB Ha
unrepdeiicax. Buecenne wusmenenuit B ACL-crmcku s [Pv4. PemaktupoBaHue CcTaHAApTHBIX
HymepoBaHHblx ACL-cnuckoB. ACL-craructuka. 3ammura noproB VIY ¢ MOMOIIBIO CTaHAAPTHOTO
ACL-cnucka IPv4. IlpoBepka crangaprHoro ACL-cnmcka, ucnosb3yroniero uist 3amurtel nopra VTY.
Crpykrypa pacimupeHHbIX cnuckoB. Hactpoiika pacuimpennbix cnuckoB st [Pv4. Tlouck u ycrpanenue
Henonagok ACL-ciinckoB. O0OpaboTrka maketoB ¢ nmomonsio ACL-criuckoB. PacnpocTpaHeHHble OMIMOKH
ACL-cnuckoB.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Harnsaaoe npencrasnenue padborsl ACL-crimcka.

2. Hacrpoiika ACL-cniucka st kanasioB VTY.

Tema 19. IIporokona DHCP (I1K-4)

Jlekumus.
Paccmorpenune crpykrypsr mpotokona DHCPv4. Omnepammst DHCPv4. OOGmiue cBefeHust 0 TPOTOKOJIE.
®opmar coobmenuit DHCPv4. Hacrpoitka mnpocroro DHCPv4-cepepa. Ilpoepka DHCPvA4.
DHCPv4-perpancismus. Hactpoitka DHCPv4-knuenra. Hactpolika mapmpytuzatopa kinacca SOHO B
kagyectBe DHCPv4-knmmenta. Ilouck m ycTpaHeHue Hemosagok B pabore mapmpytuzaropa DHCPv4.
[IpoBepka nHactpoek DHCPv4 wna wMapumpytuzartopa. Ommanka DHCPv4. IIporokon DHCPv6.
ABTOMaTHuecKasi HacTpoiika ajapeca 0e3 orciexuBanue coctosHus. [Ipunmun padotsr SLAAC. DHCPv6
0e3 orcnexuBaHusi cocrosiHusA.  CepBep DHCPv6 ¢ orcnexuBanueM coctosiHusA.  Hactpoiika
Mapipytuzaropa B kadectBe DHCPv6-kineHTa ¢ oTcieXuBaHUEM COCTOSTHUS.

3aganus AJ151 CAaMOCTOSITEIbHOM PadoThlI.

Omnpenenenue MomaroBsIxX JeiicTBuii B padbote nmpotokona DHCPv4.

Tema 20. IIpeoOpa3zoBanne cereBbIx aapecos IPv4 (I1IK-4)
Jlexknus.

[Mpunmun pabotsr NAT. Xapakrepuctuku NAT. IlpoctpanctBo wactHbIX [Pv4-anpecos. TepmuHomIOTHs
NAT. Tunsl npeobpazoBanusi cereBbix anpecoB NAT. Craruueckoe npeoOpazoBaHUE CETEBBIX apecoB U
auHamuueckoe mnpeoOpasoBanue aapecoB NAT. IlpeoGpaszoBanme anpecoB moproB PAT. Craemyromruii
noctynssl nopT. CpaBHeHne NAT u PAT. [Ipeumymectsa u Henocrarku NAT. Hactpoiika NAT. Hactpoiika
craruaeckoro NAT. Amnamu3 crarudeckoro mnpeoOpazoBanus NAT. IIposepka crarmdyeckoro NAT.
Hactpoiika nunamuueckoro NAT. Anamu3 u nposepka auHamuueckoro NAT. Hactpoiika PAT u nyn
aapecoB. Ilepeaapecanust nmopros. Ilpumep mns SOHO. Hactpoiika NAT u npotokona IPv6. Ilouck u
ycTpaHeHue Heronaaok B padore NAT.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. Onpenenenue Tepmunonorun NAT.
2. Onpenenenue nHGopMaiu 00 azpece Ha KaKJOM Iepexoie.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:
banbHO-pEUTHHIOBBIE MEPOIIPUATHUS HE IIPELYCMOTPEHBI

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaboparopHnas pabora
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Tewma 1. U3yuyenue cetn
JlaGoparopnas paborta. M3yueHue cpeacTB A1 COBMECTHOM pabOThI B CETH.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHHUKALIUN
Jlabopatopnas pabora. CocraBrnenue cxembl cetu HTepHET.

Tema 3. CerteBoil n1ocTyn

JlaGoparophas pabota. M3yueHue pbIiHKa BakaHCHH B cepe HHPOPMAITMOHHBIX U CETEBBIX TEXHOJIOTHHA.

Tema 4. Ethernet
Jlaboparopnas pabora. Cozmanne KOHCOIBHOM ceccuu ¢ momoinsto Tera Term.

Tema 5. CeteBoil ypOBEHB
JlaGoparopnas pabota. HacTpolika HCXOIHBIX MapaMeTPOB KOMMYTATOpa.

Tema 6. TpaHCIIOPTHBIN YPOBEHb
Jlaboparopnas pabora. HacTpoiika OCHOBHBIX TapaMETPOB MOAKIIOYCHHS.

Tema 7. IP-agpecauus
JlaGoparopnas pabora. Kondurypamus agpeca yrnpapieHHs KOMMYTaTOpaMu.

Tema 8. Pa3buenue [P-cereit Ha monceTn
JlaGoparopnas pabora. [IpoekTupoBaHKE CHCTEMBI CBSI3H.

Tema 9. YpoBeHb MPUITOKEHHI
Jlaboparopnas pabora. M3yuenue ceteBbix cranaapToB. OpraHu3amyy Mo CTaHIapTU3AIINN.

Tema 10. D10 cetb
Jlaboparopnas pabota. cronb3oBanue nporpammsl Wireshark st mpocmotpa ceteBoro Tpaduka.

Tema 11. KommyTupyemsie cetu
1 Hacrpolika nepeaapecainyy NOpTOB Ha MapIryptu3aropa Linksys.
2 ba3zoBas HacTpoiika KOMMyTaTopa.

Tema 12. OCHOBHBIE KOHIEIIMU U HACTPOKKAa KOMMYTaTopa
1 Hactpoiika napameTpoB 6e301MacHOCTH KOMMYTaTopa.
2 UccnenoBanue MeToa0B peanuzanuu cetu VLAN.

Tewma 13. Bupryanbnsie okaibHble cetTd VLAN
1 Kongwuryparus VLAN 1 TpaHKOBBIX KaHAJIOB.
2 Ilouck u ycTpaHeHue HENOJAAI0K npu peanuzanuu cetu VLAN.

Tema 14. Mapuipytuzamust Mmexxay VLAN
1 Hacrpoiika mapmpyrtuzanuu Mmexay VLAN s kaxxaoro uarepderica.
2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q U TpaHKOBOrO KaHaa.

Tewma 15. Ctatnueckas MapuIpy T3S
Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.
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Tema 16. [lunamudeckast MapuIpyTH3aLus
1 Hacrpoiika o0benuHeHus (arperauu) MapmpyTos [Pv4.
2 Ilouck u ycTpaHeHrEe HEMOMA0K CTaTUYECKUX MapIIpyTOB.

Tema 17. OSPF s onHO# oGactu
1 Xapaxrepuctuku u repmunoiorus OSPF.
2 Omnpenenenue tuna naketoB OSPF.

Tema 18. Criucku kouTpos goctymna (ACL)
1 Hpunnun padorsr ACL-crimcka.
2 Pa3menieHnue craHgapTHBIX U paciiupeHHbIX ACL-ciuckoB.
3 Hactpoiika u npoBepka crangapTHeIX ACL-criuckoB.

Tema 19. IIporokona DHCP
bazoBas nactpoiika DHCPv4 Ha MapuipyTu3aTtopa ¥ KOMMYTaToOpeE.
Hacrpoiika mapmpytuzaropa DHCPv4 ¢ momomrsio Cisco 10S.
[Touck u ycTpaneHnue Henonaaok B padbore mapmpytuzaropa DHCPv4

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4

Hacrpoiika o0beuHenns (arperamun) Mapupytos [Pv4.
CobecenoBanue

Tema 1. U3yuenue cetn
1.YUrto Takoe KIMEHTHI U CEpBEPHI B CETH, UX THUIIBI U BUJIBI.
2.JloHsATHE OHOPAHTOBBIX CETEH.
3.Ut0 Takoe mobanbHBIC CETH.

4. TexHOMOTUHU AOCTYTa B UHTEPHET.
S.IMonknroueHue yaaaeHHbIX MOJIb30BaTenel K cetu MHTepHeT.
6.YTpo3bI U pelieHus o 0decrnedeHnio 0€30MacHOCTH CETH.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHHUKALIUN
1.ITpaBuiia ceTeBbIX MPOTOKOJIOB U KOMMYHHKAIIHA.
2.BpeMeHHbIe TapaMeTphbl COOOIICHMS.
3.IlpaBwiia, periaMeHTHPYIOIHE CITOCOOBI 0OMEHA TAaHHBIMHU.
4.Bupl ceTeBBIX MPOTOKOJIOB.
5.00MeH JaHHBIMU C TIOMOIIBIO YCTPOUCTB B OJHOM CETH.

Tema 3. CerteBoil nocTyn
1.Crioco0ObI MOAKITIOUEHUS K CETH.
2.Yt0 Takoe cereBbie MHTEP(EHCHI IIIATHI.
3.CpencTBa nepeaayu JaHHBIX (U3UUIECKOTO YPOBHSI.
4.0OCHOBHBIC PUHIIUTIBI (PU3UIECKOTO YPOBHS.
S.IIoHATHE CETEBOM CpeaBbl.
6.Tonomnorus rodaabHOM CeTH.

Tema 4. Ethernet
1.Ipuniun padots! Ethernet.
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2.Ipunuun padorsr ARP.

3.Pons ARP B mporecce ynanéaHoro ooMeHa JaHHBIMH.
4.0cHoBHast HHPOPMAIHS O TIOPTAaX KOMMYTaTOpA.
5.Texnonorust Cisco Express Forwarding.

Tema 5. CeteBoil ypOBEHb
1.Xapakrepuctuku [P-nporokona.
2.MeTonbl MapuIpyTHU3aLUH Y3JI0B.
3.¥YcTpoiicTBO MapiypTU3aTopa.
4.Kax npoucXoauT NCIOIB30BaHUE LIITK03a IO YMOIYAaHHUIO HA y3JIe U KOMMYTATOpeE.

Tema 6. TpaHCcIOPTHBIN YPOBEHB
1 3HadeHMEe TPaHCIIOPTHOTO YPOBHH.
2 Ycranosnenue TCP-coenqnHeHUs U €ro 3aBEPILICHHUS.
3 IIpoueccsl u 3anpocsl UDP-cepsepa.
4 IIpoueccot UDP-knuenTa.

Tema 7. IP-agpecanus
1 CereBbie [Pv4-aapeca.
2 TIpeobOpa3oBaHue TBOUYHOTO a/ipeca B ICCATUIHBIM.
3 IIpucBoenue IP-agpecos.
4 Omnpenenenue [Pv4-agpecos.

Tema &. Pa3ouenue IP-cereii Ha moaceTn
1 CerMmeHTalus CeTH.
2 Tlpuunbl pa30UEeHUS IO MTOICETH.
3 OOMeH JaHHBIMH MEX]Ty MOJICETSMHU.
4 3naunmocTh pazouenus [P-cetu Ha moaceTH.

Tema 9. YpoBeHb NPUITOKEHHI
1 Crioco6bl B3auMOACHCTBUS IPOTOKOIOB MPUIOKEHUH € TPUIIOKEHUSIMU KOHEUHBIX
2 TOJIB30BaTEIIEH.
3 IIpenocraBnenue cepucos [P-anpecanun.
4 TlpenocraBieHue ciryx0 oOMeHa dainamu.
5 Yro takoe nporokoin nepenaun runeprekcra (HTML) u runeprekcToBbIi A3bIK
6 omnucaHus TOKYMEHTOB.
7 Paznuune nporoxonoB HTTP u HTTPS.

Tema 10. D10 ceTh
1 IP-agpecanus B paMkax HEOOJBIION CETH.
2 Kak npoucxonut pe3epBUpOBaHUE B CETH.
3 PacnpocTpaneHHbIE POTOKOJIBI, HCTIOIB3YEMbIC B HEOOIBIIION CETH.
4 Turmsl ya3BUMOCTEH B CUCTEME CETEeBOI 0e30MacHOCTH.
5 TloHsiTHE MEXKCETEBOTO IKpAHA.
6 MeTozp! 3aIIUTHl YCTPOHCTB: OCHOBHBIE MEpPhI 00ecrieueH s 0e301MacHOCTH.

Tema 11. KommyTupyemslie cetu
1 Ipunnun pa6otel NAT 1 ero xapakTepucTHUKH.
2 Craruyeckoe npeodpa3oBaHKE CETEBbIX a/IPECOB.
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3 Jlunamuueckoe npeoOpa3oBaHue ceTeBbIX afpecoB NAT.
4 ITpeumymectBo NAT.
5 Henocrarku NAT.

Tema 12. OcHOBHBIE KOHIIENIIMY U HACTPOIIKa KOMMYTaTopa
1 Yto Takoe AyIieKCHas CBS3b.
2 OyHKIUS aBTOMAaTUYECKOTO OMPE/ICICHUS THIIAa KaOes.
3 Ipunnun padotsr SSH.
4 PacnpocTpaHeHHBIE yTrpo3bl Oe30MmacHOCTH: nepenonHenue Tabiauisl MAC-anpecos,
5 DHCP-cniydunr u ucnionb3oBanue ysa3BumocTeit mpotokona CDP.

Tewma 13. Bupryanbnsie okaibHble cetd VLAN
1 CermeHnTanus BUPTYaJbHBIX JIOKAJIbHBIX CETEH.
2 Tunsl BUPTYaJIbHBIX JOKAJbHBIX CETEH.
3 HazHaueHue BUPTyaJIbHOH JIOKaJIbHOM CETH.
4 Jlnanmazon VLAN Ha kommyTtaropax Catalyst.

Tema 14. Mapupytuzamust mexxay VLAN
1 VYcrapesmme meroasl Mapuipytuszauuu mexay VLAN.
2 TIpo6nembr mapmpytusanuu Mexay VLAN: Hemonaaku B paboTe mopTa KOMMYyTaTopa.
3 IIpoBepka HaCTPOEK MapLIypTH3ATOP.
4 Bupasr ommbok B [P-anpecax u mapkax moaceT.
5 OCHOBBI HACTPOWKH U pabOTHI KOMMYTAIMK Ha 3-M ypOBHE.

Tema 15. Crarnueckas MapupyTu3anus
1 JlocTym K yaaJd€eHHBIM CETSM.
2 IlpeumyiiecTBa CTaTUYECKON MapIIPyTHU3ALMH.
3 Tumbl cTaTUYECKUX MAPLIPYTOB U X MPUMEHEHHE.
4 KnaccoBble MacKu MOJICETH.

Tema 16. Jlunamuueckass MapupyTH3aLUsl
1 IlpuHnun paboThl IMHAMUYECKOM MapIIPyTH3AIIHH.
2 Pa3BuTHE MPOTOKOJIOB TUHAMUYECKON MapIIpyTU3AIUH.
3 HaznaueHue U poiib TPOTOKOJIOB JMHAMUYECKON MapIIpyTHU3aUHU.
4 Knaccugukaiys IpoTOKOJIOB MapIIpyTH3AIIH.

Tema 17. OSPF st onHoli oGnactu
1 Xapakrepuctuku npotokosia OSPF.
2 Kommnonents! npotokona OSPF.
3 IlpuHnunsl paboThl MapIIPYyTU3ALIMHU 110 COCTOSHUIO KaHaa.
4 Cunxponu3zanus 6a3 ganaeix OSPF.

Tema 18. Cnucku konTposs gocrymna (ACL)
1 Ipunnun pa6otsr ACL-crrckoB 1o npoTtokony IP.
2 IMpunun padotst ACL-cnucKoB.
3 [Ha6nonusie Mmacku B ACL-criuckax.
4 Pacnpoctpanennblie ook ACL-CIMCKOB.

Tema 19. IIporoxona DHCP
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1 O6mwue cBeaenus o mporokoie DHCPv4.
2 ®opwmar coobmennit DHCPv4.
3 Xapakrepuctuka nporokoia DHCPvo6.
4 Tlpunnun padoter SLAAC.

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
1 Xapaxrepuctuku NAT.
2 Tumel mpeoOpa3oBaHus ceTeBhIX aipecoB NAT.
3 Crarnueckoe npeodpa3oBaHUE CETEBBIX a[peCcOB U TUHAMUYECKOE MPeoOpazoBaHue
4 anpecoB NAT.
5 IlpeoGpa3oBanue aapeco nmoptoB PAT.
6 IlpeumymiectBa u HegocTaTku NAT.

TecTupoBanme

Tema 3. CereBoil nocTyn
1. Inst wero ciy>xut nmapametp “n” B komanzae ping —n 200 192.168.0.8
Ortser:
(-) [TapameTp «—n» MO3BOJIAET 33/1aTh Ka4ecTBa Mepead Tpaduka 1mno ceTu
(+) ITapameTp «—n» TO3BOJISIET 3a7aTh KOJIMYECTBO MepeaaBacMbIX 3X0-3ampocoB (y Hac ux 200)
(-) ITapameTp «—n» MO3BOJISIET 3a1aTh BpeMs *u3HU nakeTa = 200 Mcek
(-) ITapameTp «—n» NO3BOJIAET 331aTh ONTUMAJIBHBIM MapLIPyT AJIs MPOJABMKEHHS ITAKeTa 110 CETH
2. Ha xaxom yposae mozaenu OSI pa6oraer HUB?
Ortser:
(+) Ha 1m
(-) Ha 2m
(-) Ha 3m
(-) Ha 4m
3. YkaxxuTe Ha OMIHOKY:
Ortser:
(-) Hub ormpagnsier makeTsl BO Bce MOPTHI, KPOME NOPTA — UCTOUHUKA

(-) Switch oTnpaBIsieT MakeThl TOIBLKO B IOPT HA3HAYCHUS 3a CUET MCToab30Banus Tabmuiet MAC aapecos
XOCTOB

(+) Hub ormpapmnsieT makeThl TOJIBKO B MOPT HA3HAYCHMSI 3a CUET UCTIONb30BaHus Tabmuibel MAC anpecos
XOCTOB

(+) Switch ormpaBnsieT makeThl BO BCE MOPTHI, KPOME TTOPTa — HCTOYHHKA

4. B yuem Ha3HaueHue nporpammsl Traffic Generator?

Ortser:

(-) OHa no3BOJISIET IPOBEPUTH CBSI3b MEXKY XOCTAMHU

(-) OHa no3BosisgeT BBIOpaTh ONTUMAJIBHBIA MapIIPYT sl IPOABMKEHUS ITAKETa IO CETH

(+) OHa no3BOJIsIET MEHATH BEIMYUHY 3arPy’KEHHOCTH CETU

(+) Ona mo3BoJISIET MPOU3BOAUTH MCCIIEIOBAHNE KaueCTBa Niepenayn Tpaduka 1Mo ceTu

5. B yem maBHOe Ha3zHaueHue nporokona ICMP?

Ortser:

(+) ICMP ucnonb3yercs A nepenadu cooOIIeHui 00 omuodKax 1 APYruxX UCKIIOYUTENbHBIX CUTYaIUsX,
BO3HHKIIUX IIPH MIepeaade JaHHBIX

(-) ICMP ucnonp3yetcst Ui yIanéHHOTO JOCTYTa K MHTepQeiicy KOMaHIHOM CTPOKHU ONEPAITUHOHHBIX
CUCTEM

(-) ICMP ucnonb3yetcst 1u1st o0ecredyeHHst CBA3U MKy KOMIBIOTEpaMH BHYTPH JIOKAJIbHON CeTH



(-) ICMP ucnons3yetcst 11t 00ecriedeHHs CBA3U MEKIY JIOKAIbHBIMU CETAMH (MEX1y KOMITBIOTEpPAaMH U3
Pa3HbIX JIOKAJIbHBIX CETEH)

6. B yem Ha3zHaueHue komaH bl Ping?
Orser:

(-) Komanma ucnonb3yercs i1t oToOpaxeHust TeKymux HacTpoek nporokona TCP/IP u nns o6HOBNEHUS
HEKOTOPBIX ITapaMeTPOB, 337]aBAEMBIX IIPH aBTOMaTHYECKOM KOH(UTYPUPOBAHUH CETEBBIX HHTEP(EicoB
npu Ucnosib30BaHuK npotokosia Dynamic Host Configuration Protocol (DHCP).

(+) Komanga ornpasmsier 3anpockl (ICMP Echo-Request) mporokona ICMP ykazanHoMy y3imy ceTu u
¢uxcupyet nocrynatomue oreeThl (ICMP Echo-Reply)

(+) DTo KOMaH/a JIsk TPOBEPKU COCTUHEHHM B ceTsiX Ha ocHoBe TCP/IP

(-) Komanaa mo3BossieT mpocMarpuBaTh U U3MEHSTh 3anucu B ko1l ARP (Address Resolution Protocol -
MIPOTOKOJI Pa3pelIeHus aApecoB), KOTOPBIH MpencTaBiseT coboit Tabmuiy coorBeTcTBus [P-anpecon
anmnapaTHbIM aIpecaM CETEBBIX YCTPONUCTB

7. Kako¥i mopT MpUHATO MCTIOIB30BaTh JJI MPOTPpaMMUPOBaHUS MapiipyTu3aTopoB Cisco?
Ortser:

(-) Koncomnwnsrit mopt LPT

(+) Konconbnsiii noptr USB

(-) Korconpnsrit moptr COM1 umn COM?2

8. Jlis yero npegHa3HaueHbl access MOPThI?

Orser:

(-) Ansa noaxmtodeHus: 6eCrpoOBOIHBIX YCTPONCTB

(-) st moakrodueHust K 00maKy

(+) s moakIrOYeHUs MOJIb30BaTeNeH

(-) Ay1st cBSI3M KOMMYTaTOPOB

9. lns yero co3aaroTcs BUpTyasibHble JoKaabHble ceTH (VLAN)?
Orser:

(+) [ns orpannueHus pazmepa MMPOKOBEUIATEIbHBIX PACCHIIIOK

(+) st ymydiieHus: Tpou3BOAUTEILHOCTH CETH

(+) st moBbImIeHUst 6€30MaCHOCTH CETU

(-) st oObemMHEHUS CeTeH pa3IMYHBIX TOTIOJIOTHI

10. Kakne xoMaHAbl UCHIONB3YIOTCS JUIsl MpOocMOTpa akTUBHBIX VLAN?
Orser:

(+) show vlan

(+) sh vl br

(-) reload

(-) Switchport mode access

11. Yro ompenensier komanaa Routerl(config)#enable password parol?
Orser:

(-) [Taponb Ha MOJIL30BATENBCKHUM PEKUM

(+) Iapoaps Ha MPUBMIIETUPOBAHHBIA PEKUM

(-) ITaponp Ha pexxuM 1100aIbHON KOHPUTYpanun

(-) [Tapons Ha HACTpOWKY MHTEpP(DEICcCOB

12. B uem Haznauenue komanasl SERVER>nslookup www.yandex.ru?
Orser:

(+) Ona ciy>XuT 7151 IPOBEPKH NMPABHILHOCTH paboTHI mpsimoii 30H6I DNS cepBepa
(-) OHa cy»XuT 111 MPOBEPKHU MPaBUIBLHOCTH PaboThl 00paTHOi 30HEI DNS cepBepa
(+) OHa ciyXuT U1 TOTO, 9TOOBI Y3HATH JoMeHHOe uMsi DNS

(+) Ona ciyxwuT njst Toro, 4To0sI y3Hath [P agpec DNS cepsepa

13. B uem otinuue 30HbI npssMoro nmpocmotpa DNS ot 30Hb1 00paTHOTro npocmorpa DNS? Vikaxkute
IIPaBUJIbHBIN OTBET.
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Ortser:
(+) B 30He mpssMoT0 MpOCMOTpa Ha 3apoc TOMEHHOTO UMEHH HIeT OTBET B Buje IP anpeca
(+) B 30ne o6parHoTO MpocmoTtpa 1o I[P me1 y3Haem nomenHoe ums [1K
(-) B 30HE mpsiMoro mpocMoTpa Ha 3apoc TOMEHHOTO MMEHH HIIET OTBET B BUJIE JOMEeHHOTO MMeHu [1K
(-) B 30ne obparHoro mpocmoTtpa 1o 3ampocy [P mbl y3naem IP agpec IIK
14. HalimuTe ommoOKy:
Ortser:

(+) Omymsarop cereBoii cpeanl Cisco Packet Tracer mo3BosisieT MpoBOAUTE HACTPOUKY TaKMX CETEBBIX
cepBepHbIX cepBHCOB, kKak: DNS, EMAIL, FTP, pezepaoro konuposanusi, HTTP, DHCP

(-) Omymstop ceteBoit cpenst Cisco Packet Tracer mo3BossieT mpoBOIUTH HACTPOMKY TAKUX CETEBBIX
cepBepHbIX cepBucoB, kak: HTTP, DHCP, DNS, EMAIL, FTP

(+) Omymsarop cereBoii cpeanl Cisco Packet Tracer mo3BosisieT mpoBOAUTE HACTPOUKY TaKHX CETEBBIX
cepBepHbIX cepBucoB, kak: HTTP, DHCP, FTP, 6a3 nannsix, DNS, EMAIL

(+) Omymsarop cereBoii cpeanl Cisco Packet Tracer mo3BosisieT MpoBOAUTE HACTPOUKY TaKHX CETEBBIX
cepBepHbIX cepBucoB, kak: HTTP, DHCP, DNS, npokcu, EMAIL, FTP

15. B yem naznauenue Cisco DHCP cepsepa?

Otser:

(-) [To3BosieT co3maBaTh MPOCTEHIITHE BEO-CTPAHUYKH U MIPOBEPSATH MPOXOKICHHUE MakeToB Ha 80-bIii IOpT
cepsepa

(+) [To3BossieT opraHU30BBIBATH ITYJIbI CETEBBIX HACTPOEK ISl aBTOMAaTHYECKOTO KOH(GUTYPUPOBAHUS
ceTeBbIX HHTEP(DEcoB

(-) [To3BossieT OpraHu30BaTh CIIYX)O0y pa3peiieHus TOMEHHBIX UMEH

(-) B ero 3amaun BxoquT xpaHeHue ¢aitnioB u odecrnedenue goctyna k HuMm kiuentekux 1K, mHanpumep, no
nporokoiy FTP

Tema 10. D10 cetb
1. Kakue napametpsl cepsep DHCP npenocrasnser knuenram?OTBeET:
(+) IP-ampec
(+) Macky noncetu
(+) OcHOBHOI 1ILTIO3
(-) MACanpec
2. Kakoli KoMaHJI0M Ha poyTepe MOKHO MOCMOTPETH HA CIUCOK BBIIAHHBIX POYTEPOM JIJISI XOCTOB aJIPECOB?
Orser:
(+) show ip dhcp binding
(-) ip address 192.168.1.1 255.255.255.0
(-) ip dhcp pool TST
(-) ip dhep excluded-address 192.168.1.1
3. YKaxuTe HaWTydIIui aaropuT™m st obecnieuenus 6ezonacHoctu cereid Wi-FiOtBert:
(-) WEP
(-) WPA
(+) WPA2
(-) WPS (QSS)
4. Haiigure ommOku B orBerax?OTBET:
(+) Kaxnplii cereBoii naTepderic (ceTeBoi agantep) umeeT cBoit cooctBeHHb ARP -anpec
(+) Kaxxnerii cereBoil untepdeiic (ceteBoit ananrep) umeer cBoit cooctsenusiii TCP/IP-anpec
(-) Kaxxmprii ceteBoit naTEepdEiic (ceTeBol aganTep) MMeeT CBOM COOCTBEHHBIN mac-aapec
(+) Kaxxnpii cereBoil nnTepdeiic (ceTeBoit agantep) umeeT cBoi coocTBeHHbIN [P-anpec
5. Kakoii ypoBenb Mmoaesin OSI ne onpeneasier IEEE 802.3?O1BeT:
(-) pusnueckuit ypoBeHb
(-) xKaHaJIBHBIN YPOBEHB



(-) mpoToKOI 1oCTyNa K Cpejie

(+) mMpOTOKOJI yIIPABJICHHSI IOTHUECKON CBS3BIO

6. Kakomy crannapry IEEE 802.3 coorBercTByeT Ethernet Bepcun 2?0TBeT:
(+) 10Base5

(-) 10Base2

(-) 1Base5

(-) 10BaseT

(-) 10Broad36

(-) HM OHOMY M3 NEPEYUCIECHHBIX

7. Kakyio TeXHUKY UCTONb3YIOT KPUTHUYHBIE K OTKa3aM yCTPOMCTBA I MOBBIICHUS
OTKa30yCTOMUYMBOCTU?OTBET:

(+) IBOIHOE TTOJIKITFOUEHNE

(-) onTMYECKUE MYHTUPYIOIINE EPEKITIOYATETN

(-) cBepTHIBaHMS CETH

8. Kaxoit untepeiic ucnomnnzyercs B rexnonorun HSSI?Otser:

(-) CSMA

(-) CSMA/CA

(-) CSMA/CD

(+) DTE/DCE

9. B kaky1o ¢azy npouecca LCP cereBbie NPOTOKOJIBI MOTYT OBITH B JIF000ii MOMEHT BbI3BAHBI U

0CBO0OKIEHBI VISl MOCJIEAYIIIEro UCI0JIb30BaHusA?OTBeT: (-) OpraHu3anms KaHaJia v COrVIacOBaHUe
ero KoH(purypamuu

(-) onpeneneHue KauecTBa KaHaja CBSI3H

(+) cormacoBanue KOH(PUTYpAIIUX TPOTOKOJIOB CETEBOTO YPOBHS

(-) mpekpalieHue 1eCcTBUS KaHaa

10. B kakux cetsx ucnoibsyetcs meton goctyna CSMA/CD?0tser: (+) Ethernet

(+) IEEE 802.3

(-) IEEE 802.5

(-) Token Ring

(-) FDDI

(-) PPP

(-) HSSI

(-) UltraNet

(-) ISDN

11. KTo yyacTByeT B pemieHiH BOnpocoB 6e3onacHocTH ceTh:O1BeT: (+) CIUCKU ynpaBieHus JOCTYIIOM
(ACL)

(-) lIporoxon OSPF

(-) IIporokoxn RIP1

(-) [Iporokon RIP2

12. O6bsicHUTE clieayronlyro koManay: # access-list 3 permit 10.0.0.9 0.0.0.0 # access-list 3 denyanyOTger:
(-) [IpaBumno paspemaet goctyn Toiabko aapecy 0.0.0.0, ocTambHBIM JOCTYII 3anperieH

(-) IIpaBumno 3anpemaet goctyt k aapecy 10.0.0.9, ocTaabHBIM T0CTYN pa3pelicH

(+) [IpaBuno paspemaer goctyn Tosbko ajgpecy 10.0.0.9, ocranbHbIM JOCTYI 3anpellieH

(-) IBa cniucka ynpasnenust noctynoM: aapec 0.0.0.0 3ampernien, a agpec 10.0.0.9 paspemien

13. Korna na mapipyrtuzarope pabotaer npasuio «Bcé, uto He pa3penieHo, To 3anpemieHo» ?OT1Ber: (-)
IToxa Ha uHTepdelice He 3a7]aH CIUCOK JOCTYIIA

(+) Korna na uaTepdeiice 3a1aH cnucok A0CTymna
(-) IIpu ucnonp30BaHUK KOMaHBI permit
(-) IIpu ucnonp3oBaHUM KOMaHbI deny
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14. Yxaxwure Ha npaBuibHbIe 0TBeTHI:OTBET: (+) ACL (Access Control List) — 3T0 HaOOp TEKCTOBBIX
BBIPKEHHH, KOTOPBIE YTO-TO PAa3pEIIAIOT, TUOO YTO-TO 3aIPEIIAI0T

(-) B ocHOBHOM IIpUMEHEHHE CIIMCKOB JOCTYIIa PACCMATPUBAIOT JJISl TAKETHOW (DMIIBTPAIIIH
(+) O6pryHO BHI pazmemniaeTe ACL Ha BXOAIIIEM HAIPABJICHUH U OJIOKHPYETE HE HYKHBIC BUIBI Tpaduka

(+) IpaBuna 3aBucsAT ot Toro, kyna ACL npumensiercs. Hanpumep, ecnun ACL npumensiercs Ha
uHTepdeiice, TO MPUCYTCTBYET NaKeTHas GuibTpanys, a eciu Juist NAT, To MBI perraeM BoIpoc o TOM,
KakHe ajpeca TPaHCIUPOBATh

15. Ykaxute Ha omuOKy B oTBeTax:OTBeT: (+) ACL pa3nensirorcs Ha YeTbhIpe TUIIA
(+) Pacumpennsie ACL (Extended): MoryT mpoBepsITh TOJBKO afpeca Mmoiryqaresnei
(-) Crannmaptasie ACL (Standard): MoryT npoBepsITh TOJIBKO aJpeca HCTOUHUKOB

Tewma 13. Bupryanbnsie okaibHble ceTd VLAN

1. Yto o3nauvaert 3anuck Router(config-if)#no ip access-group 1 in?OtseT:(-) Joctyn no npasuiy 1
paspelleH

(+) IlpaBuio c HomepoM 1 oTMeHseTCs

(-) Hoctym mo mpaBwity 1 3ampemieH

(-) IIpaBuno 1 mpumensiercs Ha BxozsmieM (in)or PC1 HanpasneHun
2. [TosicHuTe HA3HAYEHHUE CIIETYIOMINX CITUCKOB JOCTYyTA!

access-list 1 deny 192.168.1.0 0.0.0.255

access-list 1 permit 192.168.0.0 0.0.255.255 Ortser: (+) Pa3zpemaercs npoxoxaeHe MAKETOB C aIpeCOB B
omoke 192.168.0.0/16 3a uckmmrouenuem anpecon 192.168.1.0/24

(-) Pazpemaercs mpoxoxaeHNE AKETOB C aipecoB B Oioke 192.168.1.0/24 3a UCKITIOYCHUEM aIpPECOB
192.168.0.0/16

(+) Jnamazon agpecoB 192.168.0.0 0.0.255.255 3anpenieH, a nuana3on 192.168.1.0 0.0.0.255 pazpemen
(-) Auanazon agpeco 192.168.1.0 0.0.0.255 3anpemien, a nuanazod 192.168.0.0 0.0.255.255 paspenien
3. IosicHuTe cneqyromuye npaBuia JOCTyNna:

Routerl (config)#ip access-list standard 10

Routerl (config-std-nacl)#deny host 12.0.0.13

Router] (config-std-nacl)#deny host 12.0.0.14

Routerl (config-std-nacl)#permit any OtBer: (-) B cTangapTHOM criucke JOCTYIIa MBI pa3pelinii BeCh
Tpaduk (any)

(+) 3aech MBI pa3pemuiau Bech Tpaduk, 3a uCKiroueHneM aByx aapecosn: 12.0.0.13 u 12.0.0.14

(-) 3meck MBI 3anpeTHIIN BeCh TpaduK, 32 UCKIIOYeHHEM IBYX aapecoB: 12.0.0.13 u 12.0.0.14

(-) 3mech MBI 3anpeTriIn TpaguK OT IByX KOHKpeTHBIX aapecoB: 12.0.0.13 u 12.0.0.14

4. Tlpu npoxoxkAeHUH uepe3 Mapuipytusarop, aapec 10.1.1.5 Bcerna 3amensercs va 11.1.1.5. Kakoit Bun
TEXHOJIOTHH TPAHCISALUU CETeBBIX anpecoB HacTpoeH?Ot1Bet: (+) Static NAT (crarnueckuit NAT)

(-) Dynamic NAT (quaamuueckuii NAT)
(-) Overloading (MackapaauHT)
(-) PAT (Port Address Translation)

5. Bam HEeoOxonmuMo ipeoOpa3oBhIBaTh HECKOJIBKO BHYTPEHHHUX aJIpecOB B OJIMH BHeImHUMA. Kakoit Bu
TpaHcsuu ciaenyeT HacTpouTb?OtBeT: (-) Static NAT (cratuueckuii NAT)

(-) Dynamic NAT (muaamudeckuii NAT)

(+) Overloading

(+) PAT

6. [Tpu poXOoKISHUH Yepe3 MapIIpyTH3aTOp, HOBBIN aipec BHIOUpAETCs] TMHAMUYECKH U3 HEKOTOPOTO
JMara3oHa aJpecoB, Ha3piBaeMoro mynoM (pool). Kakoii BUJ TEXHOIOTHUYU TPAHCIISIIINK CETEBBIX aJpecoB
Hactpoen?Otet: (-) Static NAT (craruueckuit NAT)

(+) Dynamic NAT (nunamuueckuiit NAT)
(-) Overloading
(-) PAT (Port Address Translation)
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7. Kakyro koMaH1y cieqyeT BKII0YaTh OAHOBPEMEHHO ¢ koMaH10ii Router#show ip nat translations?OtBer:
(-) ipconfig
(-) cmd
(+) Ping
(-) Ipconfig/all
8. Iyt wero ciyxut metpuka?Otset: (-) s co3ganust cTaTHIeCKOM TaOIHIIbl MapIIpy TH3AIUN
(-) s co3nanust TMHAMUYECKOM TaOIUIIbI MapIIPyTH3AUN
(+) Kaxaplii mpoTOKOI MapuIpyTH3AIIUH UCIIOJB3YET CBOIO CHCTEMY OIICHKH MapIIpyTOB (METPHUKY)
(-) s moacyera nporeHTa OMIMOOK MPH BHITOJIHEHUH KOMaH/IbI ping

9. Kak mocMoTpeTh, Kakue MapIipyThl MOJYISHBI YEPE3 COOTBETCTBYIOMINNA MPOTOKOI?OTBET: (-)
BrinonHuTh KOMaHy ping

(+) Bemomuute koManmy show ip route
(-) BemmonauTs KoMaHy show ip route rip
(-) Bemmonauth komMaHy ipconfig/all

10. YkaxwuTe Ha OIMOKY B CBOMCTBAxX MPOTOKOJIA JUHaMu4eckoi Mapupytu3zanuu EIGRP:OtBer: (-)
ITporokon EIGRP 6onee npoct B peanuszanuu, uem nporokoia OSPF

(-) Iporoxon EIGRP menee TpeGoBaTeneH K BHIYUCIUTENBHBIM PECYPCaM MapIIPyTH3aTOPa, YEM MTPOTOKOI
OSPF

(-) B mpotokone EIGRP B ¢opmyrie BeIYHCICHNUS METPUKU €CTh BOZMOKHOCTh YUUTBIBATh 3arpyKEHHOCTh
U HaJIS)KHOCTh HHTEp(EICOB Ha MTyTH NaKeTa

(+) Iporokon EIGRP MoxHO HCIOIb30BaTh HE TOJNBKO Ha 000pynoBaHuu komnanuu Cisco, HO U Ha JTI000M
IpyroM

11. HaiinuTe ommOKy B creayromux yreepxkaeHusx:OTeet: (-) Jnnamuueckass MapIpyTH3aus — BUJ
MapuIpyTU3aIlUH, TPU KOTOPOM TaOIHUIa MapUIPYTU3ALIUH 3aMI0HACTCS U OOHOBIISIETCS aBTOMAaTHYECKHU TPH
IIOMOIIM OJTHOTO MJIM HECKONIbKUX IpoTokosoB Mapuipytusanuu (RIP, OSPF, EIGRP, BGP)

(-) Aunamuyeckast MapuIpyTH3aIUs — BUJ MaplIpyTU3alKH, IIPU KOTOPOM TabIuIa MapIIpyTU3ALUU
3aIOIHAETCS TTPU TIOMOIIM OHOTO MJTH HECKOJIBKUX mpoTokosioB MapiipyTtusanun (RIP, OSPF, EIGRP,
BGP)

(+) Junamuueckas MapIIpyTH3aLUs - TPOLIECC OMPEACIICHUS B CETH HAWIYYILIETO IMyTH, IO KOTOPOMY
MMAKET MOXKET IOCTUTHYTh aJipecara

(-) AuHaMudeckast MapLIpyTH3aLUs YBEIMYUBACT HAIMYKE JOTIOIHUTEILHOTO TpaduKa B CETH U HATPy3Ky
Ha CeTh

12. B ueM 3akirodaercst MmapuipyTusamnus nakeroB B cetu?Otet: (+) MapuipyTuzanus - npoiecc
OMPEEIICHUS B CETU HAWIYUIIEro (ONTUMAJILHOIO) IyTH, IO KOTOPOMY MAKET MOXKET JOCTUTHYTh ajpecara

(-) MapmpyTusanus - DpoLecc ONpeneaeH s B CETH KpaTyaiIIero MyTH, 10 KOTOPOMY IaKET MOXKET
JNOCTUTHYTh ajJpecara

(-) Mapupytusanus - mpolecc ONnpeaesieHUs B CETH HEe MOBPEXKIECHHOTO IyTH ¢ HAUMEHbBIIUMHU
3a7€pKKaMH, 110 KOTOPOMY NAKET MOYKET JOCTUTHYTh ajipecara

(-) MapmipyTusanus - IpoLecc ONPENETIEHHs B CETH CaMOT0 HAJIE)KHOTO IyTH, 110 KOTOPOMY IAaKET MOXKET
JNOCTUTHYTh aJpecara

13. Ykaxxure Ha orpaHnyeHus (HEIOCTATKH) UCTIONB30BaHuA rpotokosia RIP?OTBet: (+) MakcumanbHoe
KOJIMYECTBO XOMOB (I1aroB 0 MecTa Ha3HaueHus), paspemeHnoe B RIP1, pasHo 15

(+) MakcumanbHOE KOJIMYECTBO XOIOB (IIaroB A0 MecTa Ha3HaueHus), pazpeuieHHoe B RIP2, pasHo 30
(+) OrpannyeHue B 4MCiIE XOMOB HE AaeT mpuMeHsATh RIP B Gombimmx cetsax

(-) OrpanuueHue B 4ncie XOMOB HE JaeT npuMeHATh RIP B HeOoIbIINUX ceTsax

14. Kakast koMaH/1a CIIY»UT JJI T0OaBJICHHsI OAKIIOYEHHOM K poyTepy cetu?OtBeT: (-) Router>enable
(-) Router#configure terminal

(-) Router (config)#router rip

(+) Router (config-router)#network 192.168.1.0

15. Kakas koMaH/1a 03Ha4aeT “ucmonb3oBarh mpoTokos RIP 27?0TBert: (-) Router (config-router)#network
10.0.0.0
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(+) Router (config-router)#version 2
(-) Router (config)#router rip
(-) Router#write memory

Tema 20. IIpeoOpa3oBanue ceTeBbIX aapecoB [Pv4

1. Kakue koMaHabl CITyXat JJIsl AMArHOCTUKHU ceTu?OTBeT: (+) ping

(+) tracert

(-) netdiagnos

(-) noipdomain-lookup
2. Uto mo3BossieT BRIMOIHUTE KoMaH1a R1(config)#iproute 192.168.3.0 255.255.255.0 192.168.2.2?0T8BeT:
(+) Komana mo3BosIET HACTPOUTH CTAaTHYECKYIO MapIIpyTH3alUIO Ha ycTpoiicTBe R1

(-) Komania mo3BosisieT HaCTPOUTh TUHAMHUUYECKYIO MapIIpyTH3aInio Ha ycTpoiicTBe R1

(-) Komanna mo3BosisieT HaCTPOUTh TUHAMUYECKYIO MapIIpyTHU3alHio 1Mo mpoTtokoiny RIP1 Ha ycTpoiicTBe
R1

(-) Komana mo3BosisieT HaCTPOUTh TUHAMUYECKYI0 MapIIPyTHU3AIHIO 110 TpoTokony RIP2 Ha ycTpoiicTBe
R1

3. B Tabnuiie HIbKe TaHbI MTapaMeTPhl KOMaH IbI:

192.168.3.0

CeTtb Ha3HAUYECHUS
255.255.255.0

Macka cetn Ha3HaYEHUS

192.168.2.2
AJipec cieayromero ycTpoucTna

Kaxkas »to xomanna?

Otser:

(-) Kakas 3T0 xomanma?

(+) iproute...

(-) Copy running-config...

(-) Ping...

4. B yvem ommmmune nipotrokoioB RIP u OSPF? Haitnure ommoky B orBeTaxOtBeT: (-) B RIP Bce kanamb!
CBsI3U paBHO3Ha4YHBI, a B OSPF, onuceiBas KaxIyto CBs3b, MAPIIPYTU3ATOPHI CBSI3bIBAIOT C HEW METPUKY —
3HAYEeHUE, XapaKTepU3yIollee «KaueCTBO» KaHajla CBsI3U

(-) Baxxnoii ocobenHocthio mpotokosna OSPF sBrsieTcst To, 4T0 UCHONB3YETCsI IPYIIOBasi, a He
HIMpOKOBelareabHas paccolika (kak B RIP), To ecth, Harpy3ka KkaHaJI0B MEHbIIIE

(-) Paborars ¢ mpotokonom RIP mpome, uem ¢ OSPF
(+) Kondurypuposars npotokon RIP cnoxkuee, yem OSPF

5. Ykaxure He BepHoe yTBep)kaeHneOT1Bet: (-) OSPF — npoTokon nruHaMuyueckoi MapiipyTH3aluu,
OCHOBaHHBIM Ha TEXHOJIOTUH OTCJIEKUBAHUS COCTOSIHUS KaHaJla

(-) OSPF — npoTtokos IuHaMHYECKON MapIIpyTH3alMK, OCHOBAHHBINA Ha aJrOPUTME JJIS TIOUCKA
KpaT4auliero ImyTu

(+) LSA coo0rienust 0 cOCTOSHUM KaHaI0B oTnpasisitorcs nmpotokosniom OSPF omun pas B 10 MunyT

(-) IIpoTokon peanusyeT AeIeHUE CETH Ha 30HHI (areas). Vcmonp30BaHre 30H MO3BOISET CHU3UTD Harpy3Ky
Ha CETh ¥ MPOIECCOPHI MAPIIPYTH3ATOPOB U YMEHBIIIUTH pazMep TaOJIUI] MapIIPy TH3AIHA

6. Ykaxxute ooparnyto MmackyOtset: (+) 0.0.0.255

(-) 0.255.255.255

(-) 255.255.0.0

(-) 255.255.255.0

7. Hana npsimast Mmacka 255.255.255.248. Bemonaute pacuet ooparnoit mackuOTtser: (-) 0.0.0.3
(-) 0.0.0.5

(+)0.0.0.7



(-) 0.0.0.10

8. Ykaxute Ha KOMaHy, TPEeTHa3HAYCHHYIO IS OTIPENICIICHUS] MapIIPYTOB CIICAOBAHHS JAHHBIX B CETAX
TCP/TPOTBerT: (-) ping

(+) tracert
(-) ip addr 192.168.1.2 255.255.255.252
(-) no shut

9. Kyna uzaer naker, eciiu ajgpeca mnoiyyarens HeT B Tabnuue Mapiupytusanun?Otset: (-) Ha agpec
Ommkaiiiero y3na

(-) Ha agpec Gmmkaiimieii moacetu

(+) Ha anpec ocnoBHoro nutto3a (Default Gateway)

(-) Ha 6mmxkaiimmii poytep

10. lns wero mpenna3HadeHa komanaa show ip route?Otser: (-) s mokaza IP agpeca mapmipytusaropa
(+) s mpoBepKu TaOGMuUIIBl MapIIPYTH3AIMH POyTepa

(-) [lyis BBIBOAA KOJUTM3HMH Ha poyTepe

(-) Jns mokasza onTUMAalIbHOTO MapIIpyTa B CETH

11. Kakoit u3 IpOTOKOJIOB HE SIBJISICTCS] IPOTOKOJIOM JUHAMUYeCcKoi MapmpyTtuzanuu:Ot1set: (-) RIP
(+) POP3

(-) OSPF

(+) SMPT

12. B kakux ciry4asx HCTIOIb3yeTCsl cTaTudeckas MapipyTusanusi?OTBeT: (-) B ClIoXHBIX CEeTeBbIX
KOH(UTYpaIusx

(+) Ecnu 3anucu B Tabnuie MapiipyTU3aluy BBOAATCS U U3MEHSIOTCSA BPYUHYIO

(-) Ecnu 3anicu B Tabnuiie MappyTH3anuyd OOHOBISIIOTCS aBTOMATHYECKU IIPY TIOMOIIH OTHOTO HITH
HECKOJIbKAX IIPOTOKOJIOB MAapILIPYTU3ALUU

(+) B mpocThix (HEOOMBIINX) TOKATBHBIX CETIX

13. B ueM mumtochl crarnueckoid MapmpyTtusanun?OteeT: (+) JIErkocTs oTmanku 1 KOHQUTypHpOBaHUS B
MaJbIX CEeTAX

(+) OTCcyTCTBHE NOMOJIHUTEIBLHBIX HAKIAIHBIX PACX0/0B (M3-32 OTCYTCTBHUS MPOTOKOJIOB MapIIPyTH3AIHH )

Y MTHOBEHHAsl TOTOBHOCTH (HE TpeOyeTCst MHTEpBaJ i KOHPUTYPHUPOBAHUS/TIOICTPONKHN)
(+) Huskas Harpy3ka Ha mpoiieccop MapuipyTu3aTopa

(-) Xoportee MaciTabupoBaHue, TMHAMUYECKOE OaTaHCUPOBaHUE HATPY3KH

14. Kakast koMaH/1a CITY»UT JJI cOXpaHeHus koHpurypanuu poytepa?Otset: (-) end

(+) wr

(-) no sh

(-) exit

15. Kako#t u3 npuBeeHHBIX MTPOTOKOJIOB SABJISETCS MMPOTOKOJIOM BHeNIHero nuo3a?OTeer: (-) RIP
(-) IGRP

(-) OSPF

(+) BGP

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILTMHE TPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpockl 3auera (IIK-4, ITK-5)
Bomnpocsl k 3xk3ameny - 5 cemecTp.

1. CoBpemeHHbIE ceTeBbIE TEXHONIOTUNU. Vcnionbp3oBaHue ceTell B moBceqHEBHOM *u3HU. [IpenocraBnenue
pecypcoB B pamkax ceT. CeTH pa3nuyHbIx MacTaboB. KinueHTts! u cepBepbl. OHOPAHTOBBIE CETH.

2. JlokanpHbie U TiI00anbHbIe ceTu. CeTh MHTepHET. KoOMnOHEHTHI ceTr. OKOHEUHBIE CETEeBBIE YCTPOUCTRA.

IIpomexyTounsle ceTeBble ycTpoiicTBa. CereBas cpena. Cxemsl Tononoruil. [lonkitouenue k cetu
Nurepner. Texnonoruu nocryna B IHTEpHET.
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3. Certsb B kauectBe mnardopmel. KouBeprenTHsie (commenmuecs) cetd. HanéxHoCTh ceTu. YCTOMYUBOCTH K
cOO0sIM B CETSIX C KOMMYTallMel KaHaJIoB U MakeToB. MacmrabupyeMocTs ceti. ObecrieueHue KauecTna
obciyxuBanus QoS. ObecrneueHrne 6€30MaCHOCTH CETH.

4. Tennenmuu pa3sutus ceteil. Konnenmus BYOD. CoBmecTtHast pabota uepe3 MuTepret. Buaeocssisp.
O6nauynsbie BbruncieHus. LlenTpsl 00padoTku nanHbIX. CeTeBble TEXHOMOrHH Juist foMa. OpraHu3anus CeTH
T10 JIMHUSIM 3JIeKTponepenadn. becrpoBogHOM mUpoKonoiocHbIi goctym. CereBas 6€30MacHOCTb.

5. Hacrpoiika cereBoii onepannonnoii cuctemsl. Cisco I0S. OcHoBHbIE GyHKIIUH. JIOCTYI K YCTPOIMCTBY Ha
6a3e Cisco IOS. Konconbhsrii goctym. Telnet, SSH u AUX. Pexxumbl paboThI ONEepalimoOHHON CUCTEMBI
Cisco 10S. IIpuBuierupoBaHHbIN U MOJIB30BATENBLCKUN pEXUM. Pexxnm robanbHON KOHGUTYpau U
nonojHuTeNnbHbIe pexxumbl. Ctpykrypa komang Cisco IOS. Konrtekctnas cripaBka. [IpoBepka cuHTakcuca
koMmanibl. Komanel mpoBepku B 10S.

6. Orpannyenue noctyna K (aiinam KOHGUTYpaluy yCTPOMCTB. 3aliuTa J0CTyHa K yCTpoicTBaM. 3aluTa
JOCTYTIa K TPUBUIIETHPOBAHHOMY U TOJIb30BaTeIbckoMy pexxumy. Illndposanue naposs. bannepusie
cooOmienusi. CoxpaHeHne KOH(PHUTypaIiu yCTPONUCTB.

7. IMoptel u aapeca. IP-agpecanus ycrpoiictB. MaTepdeiicer u moptel. HacTpolika BUPTyaIbHOTO
uHTepdeiica kommytaropa. Hactpoiika IP-agpecoB OKOHEUHBIX YCTPOMCTB: BPYUHYIO U MTPH TTIOMOIITH
DHCP. Kondmuktsl [P-anpecos. [IpoBepka napameTrpoB noakiatroueHus (loopback-untepdeiic, mposepka
uHTep(PeiicoB KOMMYTaTopa, TECTUPOBAHUE CKBO3HOTO MOAKITIOUEHUS).

8. CeTeBble MPOTOKOJIBI M cTaHAapThl. KomupoBanue coolmieHust. @opMaTHpOBaHUE U WHKATICYIISIIHS
coobmienus. Pasmep cooOmienusi. BpeMennbie mapameTpsl cooOrmieHus. [lapameTpsl 10CTaBKU COOOIICHMS.
B3anmoneiictBue npotokonoB. Ctek mpotokosioB TCP/IP u nporiecc oOmena manapiMu. OpraHu3anuu 1o
cranpaptuzanuu: ISOC, IAB, IETF, IEEE, ISO.

9. Dranonnsie moaenu. Monens OSI. Mogens TCP/IP. CpaBHeHnue Monenei.

10. JIBukeHue NaHHBIX 1O ceTH. MHKancynsauus naHHbIX. JlOCTyI K JOKaJIBbHBIM pecypcaM. JlocTyI K
YIaJIEHHBIM pecypcam.

11. Cereoii noctymn. [lonkmrouenue k cetu. CereBble HHTEpQeEiicHbIC TUIAaThl. PDU3NUECKH YPOBEHb.
CpencrBa nepefaun JaHHBIX Gu3nueckoro ypoBHs. CTaHIapThl U IPOTOKOJIBI (PU3HUECKOTO YPOBHSI.
[Tponycknast cmocoOHOCTh. [Ipon3BoanTENbHOCTD CeTH. TUIBI (PU3NYECKOI Cpebl.

12. Mennble kabenu. DkpaHUpoBaHHAs U HEDKpaHUPOBaHHAs BUTas mapa. [Ipoxmanka kadbeneir UTP.
Crannaptsl. PaznoBuanoctu kadenei Tuna UTP. TectupoBanue kabeneit UTP. KoakcnanbHpli kaOemb.
Be3omacHoCTh MEeIHBIX KaOeJeH.

13. OnrroBonTOKOHHBIE Kabenu. OcoOOeHHOCTH MPOKaIKH. KOHCTPYKIHS ONTOBOJIOKOHHOTO Kabens. Tumbl
OIITOBOJIOKOHHBIX Kabeseil. [IpoBepka onToBOIOKOHHBIX Kabeneil. CpaBHEHHE ¢ METHBIMU KaOeIsIMu.

14. becripoBonHbIe cpecTBa nepeaadn nanHeix. OcoOeHHOCTH 6ecTpOBOAHOM cpebl. THIThI
OecTpOBOAHBIX CPENICTB MEepeau JaHHbIX. becnipoBoanas nokanbHas ceth. Cranmaptel WiFi 802.11.

15. Ilporokoisl kaHanbHOTO YpoBHs. Ha3sHaueHue kaHanpHOTO ypoBHs. [logypoBHu kaHanoB qaHHbIX MAC
u LLC. VrpasieHue 10CTynoM K cpefie nepenadn qaHHbix. CTpyKTypa kaapa ypoBHs 2. @opmaTtupoBaHue
JaHHBIX JUIs nocaenytomen nepenaun. Cosnanue kagpa. CtaHaapThl KaHAJIbHOTO YPOBHS.

16. Bunp! Tononoruii. ®usndeckas u jorudeckas Tornonorus. Tomonoruu rodansHo# ceTu. Kaap kanana
nepemaun nanabix. Kaaper LAN u WAN. Kanp Ethernet. Kagp PPP. becipoBonnoit kaap 802.11.

17. TIporokon Ethernet. [Tpuanun pa6otsl. [TonypoBan MAC u LLC. MAC-anpeca. O6paboTka KaaposB.
Nuxkancymsmus Ethernet. Pasmep u ctpykrypa kaapa. MAC-anpeca omHOapeCHOM, ITUPOKOBEIIATSIIbHON 1
MHoOroaapecHoi paccouiku. CkBo3Hoe noakiaouenue. MAC u [P-aapeca.

18. IIpotokon pazpemienus aapecoB ARP. ®ynkiun ARP u npunnmn padotsl. Pons ARP B npouecce
yaanéHHoro ooMeHa nanabiMu. Tabmuia ARP Ha cereBbIx ycTpoiictBax. IIpoGnemsr ARP.

19. Kommytaropst LAN. IToptel kommyTaropa. Tabmuina MAC-aapecoB. HacTpoliku AyIIeKCHOTO pexkuMa.
Oynxkius Auto-MDIX. Crioco6b! mepechulky kaapa Ha koMmmyTtatopax Cisco. KommyTarms ¢
Oydepuszanueit u 6e3. Kommyranus ¢ uckimtoueHueM ¢pparmentoB. bydepuszanus namsatu Ha KOMMYTaTOpax.
dukcupoBaHHas U MOAYJIbHAsA KOH(puUrypamus kommyTtaropo Cisco.

20. KommyTanus ypoBHs 3. CpaBHEHHE KOMMYTAIlUU BTOPOTO U TpeThero ypoBHs. TexHonorus Cisco

Express Forwarding. Tuns! uarepdeiico ypoBHs 3. Kondurypauus mMappyTu3upyeMoro rnopra Ha ypoBHE
3.
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21. IlpoTtokomsl cereBoro ypoBHs. CeTeBoil ypOBEHb B IIPOLIECCE NIEPENAUN TaHHBIX. XapaKTePUCTUKU
nporokona IP. [Taker IPv4. Orpannuenus IPv4. ITaker IP v6.

22. Mapupytuzanus. Metonsl Mapuipytusanui. L3 o ymonuanuto. Tabnuia MapiipyTH3anuy y3ia
IPv4. Tabnuna MapupyTuzauuu MapipyTtusaropa [Pv4. Anpec ciemyromiero nepexoaa.

23. MapupyTusaropsl. YcTpoiicTBo Mapiipytusatopa. Ilpomneccop u namsts. CeteBble HHTEPQEICHI.
Omnepanmonnas cucrema mapupytuzaropa. Cisco IOS. Ilpouece 3arpy3ku MapupyTus3aropa.

24. IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIIOPTHOTO YPOBHS IIPU NIEpEayue NaHHBIX.
MynbTHILUIEKCHPOBaHKE ce€aHCOB cBsi3u. Hanéxunocts TpancnoptHoro ypoBHs. IIpotokon TCP. IIporokon
UDP. Anpecanus nopros TCP u UDP.

25. O6men ganabiMu o TCP. HanéxuocTh JOCTaBKH. YCTaHOBICHUE COCTMHEHUS U €TO 3aBEPIICHHE.
TpéxcTopoHHee pykonokatue. YnopsaodeHHas nocraBka. [lonrsepxkaenue u pasmep okHa. [loteps
JAHHBIX U TOBTOPHAA Iepejada. YIpasieHne NoTokoM. [IpenoTepaienue neperpysox.

26. ObmeH ganabiMU ¢ ucnonb3oBanueM UDP. UDP-nararpammel. [poneccsr u 3ampocst UDP-cepBepa.
ITpoueccs UDP-knnenta. [punoxenus, ucnonssyromue UDP. Cpasaenne UDP u TCP.

27. IP-anpecanus. Ceressle IPv4 anpeca. Ctpykrypa anpeca. Macka nonceru. OgHoaapecHas,
LIMpOKOBeNIaTeabHast U MHOroaapecHas paccolika [IPv4. Tunel IPv4 anpecos.

28. Cetesnle IPv6 anpeca. [Ipodnemsr ¢ IPv4. Anpecanus [Pv6. [IpaBuna 3anucu agpecos IPv6. Tunst
anpecoB IPv6. UnauBuayansueie IPv6 anpeca. ImobansHblii MHAMBHIya bHBIN agpec. JIokambHBIN agpec
kanauna. Jlormueckuit uarepdetic loopback. Heonpenenennslii anpec. YHUKaIbHbIN JOKaIbHBIN. [uHa
IPv6 npeduxca.

29. UnnuBunyansheie [Pv6 anpeca. CtpykTypa mobansHOro HHAMBHIyadbHoro IP v6 agpeca. Cratnueckas
KOH(uUrypanus rmodanbHOr0 MHAWBUAYAIBHOTO apeca. JlnHaMuueckas KOH(pUrypamus rio0anbHOro
WHANBUAYAIBHOTO asipeca ¢ ucnonb3oBanneM SLAAC u DHCPv6. [Iponecc EUI-64 u unentudukarop
uHTepdeiica. Jlunamuueckue okanpHble aapeca. CtaTuyeckue JokaiabHbIe aapeca. [IpoBepka
koH(purypauuu [Pv6 anpeca.

30. I'pyninoseie IP v6 anpeca. IlpucBoennsie rpynnossie IPv6 anpeca. I'pynnossie IPv6 anpeca
3arpalirBaeMbIX y3JI0B.

31. TectupoBanue u nposepka coenuHerns. Coodmenust ICMPv4 u ICMPv6. CooGmienus ICMPv6

"3ampoc k MapmpyTtuzaropy", "O0bsBieHre oT Mapiipytuzaropa”, "3anpoc cocennero y3na", "OO0bsBieHue
cocenHero y3na". OTIpaBKa 3X0-3alpOCOB: TECTUPOBAHUE JIOKAJIBHOTO CTEKA, MOAKIIOUEHUS K JIOKAJIbHON

CEeTH, OJKIIIOYCHUS K yIaI€HHOMY y3i1y. TpaccupoBKa MapuipyTa.

Bomnpocsl k 3k3ameny - 4 cemecTp.

1. O0benHEHHBIC ceTH. MHOTOKOMITOHEHTHOCTh COBPEMEHHBIX CeTel. DJIEMEHThI 00beTMHEHHON CETH.
Hepapxus B KOMMYTUPYEMOW CETH. YPOBEHB JIOCTYIIA U YPOBEHb paCIpeCICHHUS.

2. KommyTupyemas cpena. I[lepecbuika kaapoB. Jlunamuueckoe 3anonaerue Tadauist MAC-aapecos
KOMMYyTaropa. MeTo/ibl MepechlIKi Ha KOMMYTATOpe: KOMMYTAaIUs ¢ IPOMEXKYTOUHBIM XpaHEHHEM U
ckBo3Has koMmmyTanus. Komnmsunonnsie nomensl. [llupokoseniarensHbie JoMeHbl. CHIKEHUE TTEPETPY30K
CeTH.

3. bazoBas HacTpolika kommyTaTopa. [locnenoBarensHOCTh 3arpy3ku. Boccranosnenue. CBETOBbIE
uHauKatopbl. HacTpoiika natepdeiica yrpasieHUs: KOMMYTaTopa.

4. Hactpoiika noptoB komMmyTaropa. ymnekcHas cBs3b. Auto-MDIX. [IpoBepka HacTpoek mopra.
YcTpaHeHne HenonaaokK.

5. bezonacHocTh KOMMyTaTopa. 3amumEHHbIN ynanéuubiit goctyn. [Ipotokon SSH. ITpoGiemsl
6e3omacHocTH KoMMyTatopa. [lepenonnenue Tabmu MAC-anpecoB. DHCP-cniydunr. YazpumocTtu
nporokosa CDP. BrisBrienne yrpo3 6€301macHOCTH.

6. O6ecnieueHne 0€30MaCHOCTH KOMMYTATOpa. 3aIlnTa HEUCIOIb3yeMbIX MOPTOB. OTCIIeKUBAHNE
DHCP-coobmenwnii. Hactpoiika Port-Security.

7. Buptyansnsle nokanbHble ceTh VLAN u ux npenmymectsa. Tunsl VLAN. T'onocossie cetn VLAN.
8. BupTyanbHbie JIOKAJIbHBIE CETH B CPEJIE ¢ MHOXKECTBOM KOMMYTAaTopoB. Tpanku. KoHTponb
IIUPOKOBEIIATENIbHBIX ToMeHOB. TerupoBanne kaapoB Ethernet. Native VLAN.
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9. Ha3naueHnue BUpTyasIbHOM JoKanbHOM ceT. nanazonsl VLAN Ha kommyTaropax Cisco Catalyst.
Coznanue BUpTyanbHOH JIokaiabHOU ceTd. Haznauenue nopros cetssiMm VLAN. N3menenne
IIPUHAJICKHOCTH ITIOPTOB BUPTYaJIbHOM CETH. YAJICHUE BUPTYaJIbHBIX JIOKAJIBHBIX ceTell. [IpoBepka
uHpopmanuu o VLAN.
10. Tpanku BupTyasbHbIX ceteil. Hactpoiika TpankoBbix kaHanoB IEEE 802.11Q. Copoc TpaHkoBOTro
KaHaJIa 10 COCTOSTHUS 110 ymonmyanuio. [IpoBepka koHpuUrypauu TpankoBoro kanaia. [Iporokosn
JUHAMHYECKOTO co3fanus TpaHkoBoro kanana DTP. CornacoBanHbie pekuMbI HHTEpdeEiica.

11. Tlouck u ycrpanenue Henonanok VLAN. [Ipo6nemsr ¢ [P-agpecarueit. OtcyrctBue cetn VLAN.
[IpoGneMsbl ¢ TpaHKOBBIMH KaHallaMu. HecoBmaieHue pexumMoB TPaHKOBOH CBSI3U.

12. TIpoextupoBanue u ooecrneuenune 6e3omacaoct VLAN. Ataku Ha VLAN. Cny¢dunr-araka u araka ¢
nBoriHbIM TerupoBanueM. Cetb PVLAN nepumerpa. PekoMennaruu o npoexktupoannio VLAN.

13. HauanpHas yctaHoBKa Mapuipytuzatopa. @yHkuuu MapuipyTtusaropa. [mo3e1 mo yMoa4aHuio.
AxtuBanus [P-anpecanuu Ha y3ie u Mmapuipytuzarope. KoHCOJIbHBIN TOCTYII.

14. OcHoBHbIe MapameTpbl MapiipyTuzaropa. Hactpoiika mapametrpoB [Pv4 u IPv6 na untepdetice
MmapupyTtusatopa. Hactpoiika untepdeiica loopback nmns IPv4.

15. IIpoBepka CB3HOCTH CETeH ¢ MpsMbIM noakiroueHueM. [IpoBepka HacTpoek uHTepdeiica. [IpoBepka
Hactpoek IPv6 Ha untepdeiice. @unbTpanusi BRIXOAHBIX JaHHBIX KOMaH]T show.

16. MapumpyTtuzarmus naketoB. OTnpaBka naketa. [lepecbuika Ha ciemyroniui nepexon. Joctmkenue Mmecrta
Ha3HaYECHUSI.

17. Pemenus MapmpyTtuzauny. OnTuManbHbli NyTh. Pacnpenenenue Harpy3ku. AJMUHHCTPAaTUBHOE
paccTosiHUe.

18. Tabmuma mapmpytuzanui. McTodHuKH TaOMHIbl MapIIpyTH3AUHA. 3alTMCH MapIIpyTU3AIUN YIUIEHHON
CeTH.

19. MapuipyTsl ¢ IPSMBIM MOJKIIOYEHUEM. 3aMMCH TaOIHIIbl MAapUIPYTH3ALUH JIJIsl CETEeH ¢ MPSIMbBIM
nonakiroueHneM. Crarnyeckue mapupytsl [Pv4 u [Pv6. [TpoTokoasl fuHaMUYeCcKON MaplIpyTH3aLUN.
20. Hactpoiika mapuipytusanuu Mexxay VLAN. OcHOBHbIE MPUHIUIIBI. YCTapeBIlasi cXxeMa
MapmpyTuzanuu Mexxay VLAN u MapmipyTusaius ¢ UCIOJIb30BaHHEM METoja router-on-a-stick.

21. ITouck u ycTpaneHue Henodaaok Mapmpytuzanuu Mmexay VLAN. Hemomanku B pabote mopra
koMmmyTaropa. [IpoBepka kondurypamuu kommyrtaropa. [IpoBepka HacTpoek MapiupyTuzatopa. Omuoku B
[P-anpecax u Mackax MojiCeTH.

22. KommyTanus 3-ro ypoBHs. Mapiipytuzanus mexay VLAN uepes BupTyanbHble HHTEphENHCH
KOMMYTaTopoB. HacTpoiika cTaTuueckux MapuipyToB Ha KOMMYTATopeE.

23. Cratnueckas MaplIpyTU3aLus, €€ NpeuMyIecTBa U BO3MOXKHOCTU. CTaHAApTHBIN CTaTUYECKUN
MapupyT. Ctatnueckuii MapupyT 1o ymonuanuto. CyMMapHslii cTatndeckuid MapupyT. [lnaBaromuit
CTaTU4YECKUM MapLIPYT.

24. Hacrpoiika ctatndueckux MapupytoB [IPv4. Komanza ip route. [TapameTrpsl crieyromiero nmepexona.
HacTtpoiika HanpsAMyro MOAKIIOYEHHOTO U MOJHOCTHIO 3aIaHHOTO CTaTHYECKUX MapuipyToB. HacTpoiika
CTaTUYECKOro MapuipyTa o ymonyanuro. [IpoBepka cTaTiuecKux MapupyToB.

25. Hactpoiika crarnueckux Mapuipytos IPv6. Komanna IPv6 route. Hactpoiika Hanpsimyto
MOJIKJIFOYEHHOT'0 ¥ TIOJTHOCTHIO 33IaHHOTO CTaTHYeCKUX MapiipyToB. Crarnueckuit Mmapupyt IPv6 mo
ymonyanuto. [IpoBepka cTaTHuecKux MapupyToB.

26. Knaccosas aapecanus cetu. KimaccoBbie Macku noaceteid. KitacCoBbIi TPOTOKOJI MapIIpy TH3AIUH.
N30bITOUHBIN pacXxom pecypcoB.

27. becknaccoBas MexxaomenHas mapupytuzamusi. CIDR u o6bennnenne mapipyTtoB. beckiraccoBbie
MIPOTOKOJIBI MAPLIPYTU3ALIMH.

28. Macku nojceTu GUKCUPOBAHHOM M IEPEeMEHHOU JUTHHBL. Pa3nenenue moacereii Ha MOICETH.

29. Cymmapnsie MapupyTsl. O0beannenre MapupyToB. Pacuér cymmapaoro mapuipyra. O0beTMHEHHBIE
MapupyTsl B [Pv6. Hactpoiika cymmapnoro IPv6 anpeca.

30. [TnaBaroiue cratuueckre MapupyThl. HacTpoiika u mpoBepka MmjiaBaroniero CTaTuyeCckoro MapiipyTa.
[Touck u ycTpaHeHue HENMONMAJOK B HACTPOMKAX CTATUYECKOTO MapIIpyTa.

31. IIpoToKoiBl AMHAMUYECKONW MapLIpyTU3aluu. Posb MpOTOKOIOB AMHAMUYECKOW MapLIpyTU3aLIUH.
CpaBHEHHE CO CTaTUYECKON MapIIpyTU3aliei.



32. [IpuHUMIBI pabOTH IPOTOKOJIOB MAaPLIPYTU3ALMH. 3aIyCK MOCie BKIOYeHUs nutanus. CereBoe
obHapyxeHrne. OOMeH JaHHBIMU MapiipyTu3anun. ObecreueHue CXOAUMOCTH.

33. Tunel npotokonoB MapuipyTtusanuu. [Iporokonsr mapmpytuzanuu IGP u EGP.
JIMCTaHIIMOHHO-BEKTOPHBIE MTPOTOKOJIBIL. [IpOoTOKOIIBI MapIpyTH3aMK 10 COCTOSHUIO KaHaa. KiaccoBeie n
0eCKIIacCOBBIE IPOTOKOJIBI MapIIPYTU3ALUHU. XapPaKTEPUCTUKHU MPOTOKOJIOB MapIIpyTU3aui. MeTpuKku
IIPOTOKOJIOB MAapUIPyTU3ALIUH.

34. Jlunamuueckasi AUCTaHLIMOHHO-BEKTOPHAs MapuIpyTU3anus. [uCTaHIIMOHHO-BEKTOPHBII aJITOPUTM.
ITporoxonel RIP u EIGRP.

35. IIpotokonsl RIP u RIPng. Kongurypamus RIP na mapmpyruzarope. O0bssnenue cetu. RIPv2.
OTxIroueHne aproMaTudeckoro oobequHenus. Hacrpoiika maccuBHbIx nHTepdeiicos. [lepenaua mapupyra
no ymon4anuto. O0bsiBneHue cerei [Pvo6.

36. JluHamMudeckass MapIIpyTU3AIKs TI0 COCTOSTHUIO KaHana. [Tpuaiun padoTsl. [TpoTokoss
MapLIPYTU3ALMHU TIO KpaTyanumeMy myTdu. AJroput™ JerkcTpsl.

37. O6noBNEeHMs cocTtosiHus kaHana. Hello-mporokosn. Co3ganue makeTa cOCTOSHUSI KaHaa. JlaBuHHas
pacchlIKa MakeToB cOCTOsHUS KaHasa. Co3nanue 6a3bl JaHHBIX COCTOSHUN KaHasoB. Co3naHue nepeBa
Kpardaiimmx myTeit. J{o6aBnenne mapmpytoB OSPF B Tabnuity mapmpyTusaruu.

38. Tabnuma MapupyTH3auuu. 3ammucy ¢ MpsIMBIM MOAKIIOYEHHEM U 3aMucu 00 yaanéHHOH ceTu.
OxoHuarenpHbI MapuIpyT. Mapuipyt 1-ro ypoBHs. Ponutensckuii Mmapmpyt 1-ro ypoBHs. JJouepuuii
MapuipyT 2-ro ypoBHsl. [Iporecc nmoucka mapiipyra. OnTUManbHbINA MapIIpyT. 3aKucH B TAOIUIIE
Mapupyrtusauuu [Pv6.

39. IIpotokon OSPF. OcuoBubie xapakrepuctuku. Kommonents! nporokona OSPF. [Ipunuun paboTsl.
OSPF mist onHO# 0051aCTH U HECKOIBKHUX 00JIacTeH.

40. Coobmenust OSPF. Mukancynsus coobmennit OSPF. Tunsl cooOmienuii. [lakeTs! mpuBETCTBUS.
WuTtepBainsl orripaBku hello-nakeroB. OOHOBIEHUS COCTOSHUS KaHAA.

41. Paboune cocrosuusi OSPF. YcranoBneHre OTHOIIECHH CMEKHOCTH C COCETHUMH YCTPOMCTBAMH.
Brinenennsiii mapripytuzarop DR u pezepBHblii BbiienaeHHbI MapiipyTtuzatop BDR. Cunxponu3zanus 6a3
nmauabeix OSPF.

42. Hactpoitka OSPFv2 mis ogHoit obnmactu. Mnentudukaropsl Mmapmpytu3atopa. Hactporika
unentudukaropa mapurytusatopa OSPF. Bxirouenne OSPF na untepdeiicax. [1labmonnas macka.
Komanma network. ITaccuBnsiit uarepdeiic. Croumocts OSPF. Akkymyssiiiust ctoumoctr. Hactpoiika
3aJIaHHOM TIPOITYCKHOM criocoOHoCcTH uHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyto. [IpoBepka
OSPF.

43. Kondurypanus OSPFv3 nns onnoit odmactu. Cxoncrsa u paznuuus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tonmonorus cetu OSPFv3. Hactpoiika n naMeHeHne uaeHTH(GpUKaTopa MapipyTu3aTopa
OSPFv3. Brmrouenne OSPFv3 na uarepdeiicax. [Iposepka OSPFv3.

44. Cniucku kouTposis gocryna. [Ipunuun padorsr ACL-cniuckoB no nporokony IP. Haznauenue
ACL-cnuckoB. CTannapTHble ¥ pacliupeHHble crucku goctyna. [llabnonnsie Mmacku. Pexomenganmu no
CO3JIaHUIO U Pa3MEILEHUIO CIIMCKOB JOCTYTA.

45. Crannaptabie ACL-cniucku miisa [Pv4. Hactpoiika ctannaptabix ACL-crinckoB. BHeceHne n3MeHeHU .
3amuta noptoB VTY ¢ nomombto cranaaptHoro ACL-cniucka.

46. Pacuuupennbie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnncka. Hactpoiika pacimpeHHbIX
ACL-cniuckoB. [Ipumenenne pacumpeHHbix ACL-cniuckoB Ha uHTEepdeiicax. Co3manne MMEHOBAaHHBIX
cnuckoB aocrtyna. IIpoBepka u pegakTupoBaHUe paCIIMPEHHBIX CIUCKOB JOCTYIIA.

Bomnpocsl Kk 3k3amMeny - 6 cemecTp.

1. TIpoekT kopmopaTUBHOM CETH ISl KOMIUIEKca 3aaHui. [I[poekTupoBaHre HepapXUIECKOn CETH.
TpeboBanus k cetu. [IpuHIUNIBI CTPYKTYPHUPOBAHHOTO POEKTHPOBAHUS.

2. Uepapxus cetd. YpOBEHb JOCTyNa. YPOBEHb paclpeeeHus. YPOBEHb sIpa.

3. Kopnioparusnas apxurekrypa Cisco. Moynp KOMIIIEKca 31aHUH peanpusTis. Moayinb TpaHHIIbI
npeanpusTus. 'panuia cetu oneparopa cBs3u. YaanéHHas (yHKIHOHAIbHAs 001acTh.

4. PazBuBaroniyecs ceTeBble apXuTeKTypbl. Cetn 6€3 rpaHull. ApXUTEKTypa COBMECTHOM paOoThl. LIeHTpHhI
00pabOTKM NaHHBIX U BUpTyanu3auus. Pacumpenue ceTu.



5. Ioakiouenue k rmobansHoi cetn. Cetn punmanos. Pacnipenenénnas cetb. YeTpoiicTa 1iiodaabHOM
cetu. KommyTanus kaHaioB 1 KOMMYTalUs TTAKETOB.

6. Cepsucel mobanpHoM cetn. UHpacTpykTypa cetu oneparopa. MHPpacTpyKTypbl YaCTHBIX MI00ANTBHBIX
cerell. ApennoBannble TMHUU. KommyTtupyemsiit noctyn. ISDN. FrameRelay. ATM. WAN Ha ocHOBe
Ethernet. MPLS. VSAT.

7. Undpactpykrypa obmenoctymnHoi rinodansHoit cetu. DSL. Kabens. becripoBogHbie TEXHOTOTHH.
CotoBas cBs3b. Texnomnorus VPN. Beibop criocoba mogkimodeHus K r1o0anbHON CeTH.

8. I[locnenoBarenbHOe coenuHenure "Touka-Touka'. [locnenoBarenbHble U apajuiebHble TOPTHL. CBA3b MO
MOCJIEI0BAaTEIbHOMY KaHaTy. MyJbTUIIIIEKCHPOBAHUE C pa3aeieHueM 1o BpeMenn. Yerporcrsa DTE u
DCE. IlocnenoBarenbHble KaOEIH.

9. Nukancynsauus HDLC. Tunsl kagpos. Hactpoiika u oTiaika nocienosarebHoro naTepdeiica. [IpuHmummn
pabotel mpotokoina PPP. LCP u NCP. Ctpykrypa kaapa PPP. Ceancst PPP.

10. Hactpoiika nmpotokona PPP. Komanasr 6a30Boit HacTpoiiku. CxxkaTre JaHHBIX. MOHUTOPHUHT KauecTBa
kanasa PPP. IIposepka HacTpoek.

11. Ayrentudukanus PPP. ITporokomnst ayrentuduxannu PAP u CHAP. Hactpoiika PPP ¢
ayrenTudukanueit. Omiaaka PPP.

12. Frame Relay: npeumymectBa u Hegoctatku. [Ipunuun pabotsl. ['pynna BUpTyaibHBIX KaHAJIOB.
Wukancynsuusa Frame Relay. Tononoruu ceteii Frame Relay. Conocrasnenue agpecos. UnTepodeiic
JoKajbpHOro ynpasinenus. Inverse ARP. Ynpasnenue norokom naHsbsix B cetu Frame Relay.

13. Hacrpoiika Frame Relay. Komannbr 6a3oBoit Hactpoiiku. Hactpoiika n mpoBepka cTaTUueCcKoro
comocTaBieHus aapecoB. Hactpoiika monbraTepdeiicoB.

14. Otnanka Frame Relay. Pabora LMI. Coctosiane kanana PVC. IIpoBepka padotsl Inverse ARP.

15. Cucrema NAT. [Ipunuun pa6otsl. OCHOBHBIE XapakTepuCcTUKU. CTaTH4ecKre U TMHAMHYECKUE
npeoOpaszoBanust NAT. [IpeoOpazoBanue aapeca u Homepa nopra PAT. [Ipeumymectsa u Henocrarku NAT.

16. Hacrpoiika ctatuueckoro u quHamuyeckoro NAT. Hactpoiika PAT. [lepenanpasienue nopTos.
Hacrpoiika mexann3ma NAT u nmpotokona [Pv6. Otnanka NAT, komanas show u debug.

17. PerieHus upoOKOMOIOCHOTO AOCTyMA. YanéHHas paboTa: mpenMyIecTBa U HeJOCTaTKH. TpeboBanus
K MOKJIIOYECHHUIO IS YIAJIEHHOTO paOOTHHKA.

18. CpaBHeHue penieHuit mupokomnoiaocHoro gocrymna. Kademns. DSL. becipoBoiHbie NIMPOKOTIONOCHbIE
ceTu. BeiOop pemieHuii mMpoKonosIoCHOro JOCTYTIA.

19. Hactpoiika nogxirouernit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20. 3ammra mexxdunranpHon cBs3u. Cetn VPN: nocromncTBa n Henocrarku. Turbl ceteit VPN,

21. Tynnenu GRE mexnay oObekramu. Hactpoiika u npoepka tynnesneit GRE.

22. IIporokon [Psec. CtpykTypa mportokoia. CepBuchl 6e3omacHocTH [Psec.

23. Ynanéunsnii goctym. Cetn VPN ynanénnoro nocryna ¢ ucnonszoBanueM [Psec. Cisco Easy VPN.
Cpasnenue [Psec u SSL.

24. Syslog: npuHIHnIB paboThl 1 OCHOBHBIE HacTpoiiku. Dopmar coobmienuit Syslog. Cimy>x6a BpeMeHHBIX
METOK.

25. SNMP: npunmun padotsl. Jlopymku areara SNMP. Bepcun SNMP.

26. NetFlow. IToroku nanubix B cetn. Hactpoiika u mposepka pa6otsl NetFlow. COopka u aHanu3 naHHBIX.

27. Ilouck U ycTpaHEHUE HETIOJIAJOK B CETH C UCIIOIb30BAaHUEM CHCTEMHOTO Noaxoaa. JJokyMeHTupoBaHue
cetu. JlmarpaMMBbl TOIIOJIOTHH.

Tunosble 3aganua 1 3adera (ITK-4, ITIK-5)
1. OOBbeIMHUTH CETMEHTHI CETH MPH MTOMOIIX MapIIpyTH3ATOPA.
2. HacTpouTh NpOTOKOJ AMHAMHYECKON MapIIpyTHU3AIIAH.
3. OrpaHu4uTh JOCTYI K CETEBOMY YCTPONCTBY C MCIOJIb30BAHUEM MAPOIbHOMN 3alIUTHI U CIIUCKOB
JocTyma.
4. ObecrieunTh 0€30MACHOCTH IOPTa KOMMYTATOpa C UCHOIb30BaHUEM (DYHKIIMHU port-security.

5. Ilouck u ycTpaneHue Henonaaok B padbore mapmpytuzatropa DHCPv6. ITposepka nactpoek DHCP v6 Ha
MapuIpyTH3aTope.
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6. [IpeoOpazoBanue ceteBbix anpecoB [Pv4. Cucrema NAT. [Tpunnumn paboTer.
7. Iunamuueckoe u ctatuaeckoe npeodpazosanue anpecoB NAT. [IpeobdpazoBanue aapecor noptos PAT.
Cpasuenne NAT u PAT. Hactpoiika crarnueckoro u auHnamuueckoro NAT. Hactpoiika PAT.
[Tepeanpecauus nopros. Hactpoiika NAT u npotokona [Pv6.
8. Yerpanenne Henonanok B padbote NAT. Ilouck Hemonagok ¢ momoribio komaua show. Mcmonb3oBanue
koMaHu bl debug. [Tpumepsr.
9. ®opmupoBanue 0a30BbIX Moka3areneit cetu. [Iporeaypa moucka u ycrpanenus Henonaaok. Coop
JAHHBIX 0 cuMnToMax. ONpoc KOHEUHBIX MMOIb30BATENECH.
10. Mcnionb30BaHUE MHOTOYPOBHEBBIX MOJIEIIEH JJIsl IOMCKA U YCTPAaHEHUs! HEMOJIaJ0K B ceTU. MeToIbl
MOUCKA U YCTPAHECHHS HETOJA0K.
11. Omnagka cetu. [IporpaMMHbIe CpeACTBa IOMCKA U yCTpaHeHus Henonanok. Cpencrsa noucka u
yCTpaHeHUsl HEUCTIPAaBHOCTEH anmaparHoro obecnedeHus. [Ipumenenne cepsepa Syslog st ycTpaneHus
HEMNOJa0K.
12. Ilouck u ycTpaHeHHE HETONIAA0K Ha (PU3HUECKOM, CETEBOM M KaHAJIBLHOM YPOBHSX. YCTpaHEHUE
Henonanok ACL-cniuckoB u cucteMbl NAT. YcTpaHeHue HenonajaoK Ha ypOBHE MPUIIOKEHHIM.
13. Ilouck u ycrpanenue Henonagaok B [P-ceTsix. KOMIOHEHTHI CKBO3HOIO MOKCKA U yCTPaHEHUS
Hernonanok. [IpoBepka ¢puszudeckoro ypoBHs. Pexxumsl qymiekca. Anpecanus. [IpoBepka nuiro3a mo
YMOJTYaHUIO U NMPABUIIBHOCTHU Ty TH.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTECTALMKI

CCKPHUIITOPHI OBHH ) — OCHOBHBIC ITPHU3HAKK OCBOCHUA (I10Ka3aTC/IN
Onenka Kommerenuun HAeckp pEL (VP ) P (
TOCTHXKEHHMSI pe3ynbTaTa)
IK-4 CrocoOeH CTpOUTh MOJEIH PEeaThbHBIX SKOHOMUUYECKUX OOBEKTOB U
WCCIIE/IOBATh UX Ha KOMITBIOTEpPE
«3a4TCHO»
ITK-5 CrocoOeH BBITIONHATH OCHOBHBIC JTalbl MOJCIUPOBAHMS TPHU
aHaJIN3e MOTOKOB JTaHHBIX
IK-4 He cnocoGeHn cTpouTh MOAEIN peaibHBIX SKOHOMHUUECKUX OOBEKTOB
Y MCCIIEIOBAaTh X Ha KOMITBIOTEPE
«HE 3a4TCHO»
ITK-5 He cnocoOeH BBIMONMHATE OCHOBHBIE ASTallbl MOJACIUPOBAHUS TPHU
aHaJIN3e MOTOKOB JTaHHBIX

5. MeTonnueckue ykazaHusi AJisi 00y4a0IIUXCS 110 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlMN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIINXCSI:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMmcsi HEOOXOAMMO O3HAKOMHUTBCS
comepx)aHueM paboueii mporpammbl nuctuiumHabl (PITJ]), xotopas ompezaenser coaepxaHue, o0beMm, a
TaKKe MOPSAIOK U3YUCHHsSI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT pa3zeisl «O0beM U collepikaHue AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U nHGOpMAIIMOHHOE 00ecrieyeHIe TUCIUIUIUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodeccuoHaIbHbIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoil
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YdeOHO-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrue AMCHUIUIMHBDY — yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONOJIHHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W WH(GOPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJIi OCBOCHHUS
JTUCIUIUTAHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYeCKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3ydeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:



- IPOCMOTPETH €1lIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAHHOM IOMOJIHUTEIbHOU
JIUTEPATYPBL;

- IIPA CAMOCTOATEIbHOM M3Y4YEHHH TEOPETUYECKON TEMBI CAEIaTh KOHCIIEKT, HCIOJIb3Yysl PEKOMEHIOBAHHbIE
B PITJI ucrounuku, npogeccuoHanbHble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPAaBOYHBIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TIO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- [P IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepuaiibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ Hay9HOU U y4eOHOM JIUTepaTypoit

PabGoTa ¢ OCHOBHOM M JONOJIHMUTENBHOM JHMTEPAaTYpOl SBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHAPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M pPEeKOMEHIOBAHHBIX
HCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKLIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIUTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
Mpe3eHTAlUi JIEKIUH WM B OTACNIbHOW TeTpaau mo mpeamery. OH JOKEH ObITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe HH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HU3AAHUS HCIOJNb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXkAaTh JIUIIb OCHOBHBIC KIIIOUYEBbIC MO3MIMHU), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0beM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM Pa3BEPHYTOro IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoOJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PabOTHhI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1tuy MO NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CoOecenoBaHue TmpeanoyaraeT OpraHU3alUI0 Oecelbl MpernojaBaTeiss €O CTYIEHTaMH II0 BOIpOcaM
IIPAKTUYECKOTO 3aHATUS C LENbl0 0ojee OOCTOATENBHOIO BBISBICHUS UX 3HAHUN IO ONPEAEICHHOMY
paszmeny, TeMe, npolieme M T.II. Bce uieHbl Ipynmbsl MOTYT ydacTBOBaTb B OOCYKICHHH, 100aBISTH
MH(POPMALUIO, TUCKYTUPOBATh, 331aBaTh BOIPOCH! U T.1.

YCTHBIA OMpOC MOXKET TMPUMEHATHCS B pa3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHbII. OCHOBHBIE Kau€CTBA YCTHOTO OTBETA MOJUIEXKAILETO OLICHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHUs OCTABICHHON yueOHOil 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PalIMOHAJILHOCTb HUCIIOJIBb30BaHUS BPEMEHH, OTBEJCHHOIO Ha 3a/laHNE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUSA. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKU€ MOMEHTBI KaK:
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- cofep)KaHUE MPE3CHTAlMN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBAaHUAM (IIETTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JUTEPaTyphl), MPaKTHYECKash HAlpaBIE€HHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;
- odopmiieHHE TMpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIWYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE HU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;
- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHE
OTBETHUTbH Ha BOIPOCHI, CHCTEMATU3UPOBAHHBIE, TITyOOKHE 1 TIOJIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBI:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasa, pacKpblTHE TEeMbl, JOCTYIHOCTb
m3noxkeHus, dPdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS  JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIONHEHUS 3a/ad CcBoed MpodeccHoHANbHOW WU yueOHOU
JeSTeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apTyMEHTHUPOBATh CBOM 3aKJIIOYCHUS,
BEIBO/IBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecriedeHre JUCHMIITHHbI

6.1 OcHoBHas UTEpaTypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  / OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiitm»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpunrorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcuretr « MTHTYUT», 2016. - 244 c. - Teker : anexkrponusiil / DbC «YHuBepcuteTckas oubamorexa
onnaiin» [caitT]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTu : ydeOHO-MeTromuueckoe mocobue. - Mocksalbepnu:
Hupext-Menua, 2015. - 66 c. - Tekcr : snexkrponHsil / OBC «YHuBepcureTckass 6uMONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becbh cpok oxpanbl aBropckoro mnpaBa; Kommbrorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TeleKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Tekcr
snektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. Kommnetotepasie cetu : yuebHOe ocodue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:

PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NCTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms u HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanurapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanbHbiid moptain "Poccuiickoe oopazoBanue" - http://www.edu.ru/

7. MatepuaibHO-TEXHMYECKOe o0ecnevyeHue THCHUILINHBL, IPOrpaMMHoOe obecneyeHue,
npogeccnoHalbHbIe 0a3bl JaHHBIX U HHPOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHUs 3aHATHI 10 IUCHUIUIMHE HE00X0IUMO CielyIollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHune: yueOHbIe ayqUTOPUHU I TPOBEACHUS 3aHATHI JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAWBUIyaJIbHBIX KOHCYIbTALU, TEKYLIETO KOHTPOJIS U MPOMEKYTOUHOM aTTeCcTalu,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.
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VY4eOHble ayTUTOPUN U MIOMEIICHHUS ISl CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMHU 00yUeHHUsI, CITy>KalllUMHU JJIsl TIPeACTaBIeHUs yueOHoM nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHrEeM JloCTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JICKIIMOHHOTO THIIAa UCTIONB3YIOTCS HAOOPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
00ecreYnBaroIe TEMaTHYEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JIntieH3noHHOE ¥ CBOOOHO PACIIPOCTPAHIEMOE MPOrPaMMHOE 00CCIICUCHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Adobe acrobat

LibreOffice

Onepanuonnas cucrema "Ansr O6pazoBanue"

Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U HH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEeHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  JJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymeHnta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBernas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubmanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expriiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccwiickoit akamemum — ectecTtBo3Hanms. —  URL:
https://www.monographies.ru

9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTPOHHAasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B Ipolecce OOydeHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.



